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Alabama 9-1-1: Leading the Next Generation 9-1-1 and Emergency Response Information and Communications Technology (ICT) Plan for Our State  
Executive Summary
Alabama’s 9-1-1 and Emergency Response Information and Communications Technology (ICT) Systems Need an Emergency Response.  

Today’s 9-1-1 emergency ICT systems should be, but are not, fully connected to broadband, and should be, but are not, pioneers in and drivers of broadband use to keep the public safe.  They are not keeping pace with rapidly changing technological advances and are facing serious funding challenges.  9-1-1 systems today are incapable of accepting communications in all the forms citizens use daily: text, video, advanced IP-enabled voice and data services.   9-1-1 agencies cannot obtain and share with EMS critical data on victims (e.g. medications, allergies) from electronic health records.  
In general, interoperability and information sharing between 9-1-1 centers and the emergency responders and agencies they serve remain a major challenge.  9-1-1 and emergency communications and response systems remain largely stuck in the technology of the  20th Century at a time when 21st Century broadband-enabled technologies are being deployed throughout most other sectors in the U.S.  The results are responders without critical information, emergency communications systems that are inflexible and insufficiently redundant during major disasters, and overall system inefficiencies. 
 The Alabama 9-1-1 community has come together to cooperate with each other, and with the other emergency professions, in seeking to make Alabama a model of efficient and effective emergency response for other states and communities to follow.  

Just as Alabama was the site of the first 9-1-1 telephone call, and the first shared situational awareness application (Virtual Alabama), we propose a strong, visionary effort to deploy next generation 9-1-1 and emergency communications and information technology.  This will aid in saving lives and property and reducing injuries, protect homeland security, improve emergency medical care, and ultimately save money across a wide array of local, state and federal safety and related functions.  We propose a broad, multi-dimensional effort to deploy next generation emergency ICT, starting with broadband access for all 9-1-1 and emergency response agencies, a shared broadband backbone network connecting them, and the multiple services and applications enabled by such broadband access.  We intend to take advantage of the best national thinking and standards.  We will focus on a full, interoperable state system, that will bring the same technology to all counties in Alabama, avoiding haves and have nots.
Make our 9-1-1 system the nerve center of modern emergency response.  We intend that our 9-1-1 system, which was originally established for the sole purpose of receiving emergency voice calls, will become the nerve center of a smart, all-hazards, Internet-protocol, interoperable and integrated emergency response system.  9-1-1 telecommunicators and other responders could provide a far more informed and effective response if they had access to, and could share, video, text messages, car crash data, key electronic health data, building plans, extrication guides, traffic information, electronic maps, weather and hazmat data.  This can be accomplished by ensuring that 9-1-1 can both receive communications from any public communications device, and have access to and use new information technologies.  

We adopt the following principles to foster the transition to an IP-based Next Generation 9-1-1 and integrated emergency communications network: 
(1) Integrating 9-1-1 and all other key emergency response functions into planning,deployment and operation of  interoperable emergency communications policies, programs, and systems; 
(2) Ensuring that Alabama’s 9-1-1 system becomes the centerpiece of emergency response by taking full advantage of voice, data, video, and other information available over broadband networks and IP platforms; and 
(3) Fostering public/private collaboration and coordination between affected organizations of all kinds in our state.   

Our customers are the public.  Our plan starts with 9-1-1, but it will treat the multitude of public, private and non-governmental organizations (NGOs) that are involved with safety in Alabama as a cohesive “virtual safety enterprise”.  We will reach out and cooperate with them in an overall analysis and architecture for safety ICT, rather than unique single-purpose profession by profession solutions.  Our plan will focus on delivering overall and start-to-finish, efficiencies and systemic outcome improvements for the public (as opposed to merely improving the functioning of 9-1-1 or any other single profession).  It will be based on planning for “all-hazards” response with all participants.  

This means ensuring that all safety agencies are connected to broadband services sufficient for NG9-1-1 and emergency ICT.  It means adopting a standards-based and IP-based open architecture approach while allowing appropriate network and data management for owners and operators of networks and information; focusing not on individual agencies, but on the “middle”, the network-centric applications using broadband that are needed to enable 9-1-1 and other safety organizations to be more informed, interoperable and situationally aware.  To avoid a “digital safety divide” we encourage the development and deployment of managed, shared services that do not require major capital investment or sophisticated IT staffing by small, rural agencies.  
We call the overall, all emergency network the Alabama Next Generation Emergency Network (ANGEN).  ANGEN9-1-1 refers to the 9-1-1 specific elements of ANGEN.  Our plan has been developed according to the national template for Next Generation 9-1-1 plans prepared for the National Association of State Nine-One-One Administrators under contract to the US Department of Transportation.  It will:   
· Establish a state backbone emergency service broadband Internet Protocol (IP) network for 9-1-1 and other safety uses.
· Ensure that every agency involved in emergency response has appropriate broadband connectivity, ideally to state and regional private backbone networks.
· Connect to one or more regional and/or national “safety internetwork” backbones.
· Enable the provision of a handful of managed/hosted services for 9-1-1 that vault small agencies into the future.  These include NG IP call management, CAD and data management hosted services available on a subscription basis to any agency with high speed broadband.  This will allow any person (including persons with disabilities) to access emergency services with any publicly used communications technology.  

· Bring to 9-1-1 centers and other emergency agencies external data that will make response more informed, such as data about car crashes, hazmat and railroad events, weather, building plans, and relevant data from electronic health records.
· Enable improved agency and public alert and warning systems.
· Enable the development of shared information service prototypes, including the cost-effective Virtual Alabama situational awareness application for all authorized organizations, and access by authorized emergency responders to critical emergency related data, such as information from electronic health records, and sharing of electronic medical response information.
· Enable the above efficiently with two key shared interoperability “core services.”

· Agency locator: GIS-based registry of 9-1-1 centers and other organizations involved in emergencies needed for routing/sharing of calls and information about incidents of all magnitudes among local, state, federal and private entities responsible for emergency response – the emergency equivalent of Domain Name Service servers.
· Access control, supported by identity rights management and related security services, where the above referenced organizations are registered and given appropriate authorizations to send and receive emergency information.
· Have 9-1-1 agencies and other appropriate local and state officials lead multi-organization government processes to establish the rights and policies by incident type and area that will then be registered in the above core service software applications.
· Provide in conjunction with educational leaders a state effort to develop broadband delivered digital training for emergency responders, using the latest in digital educational innovation.  

We will pursue funding for deploying our plan from multiple local, state and national sources, public and private, on our own, and in cooperation with other safety and public service organizations.
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The above diagram shows the wide variety of entities that will be served by the Alabama Next Generation Emergency Network (ANGEN).  The numbers of agencies refer to US totals, not Alabama totals.  In Alabama, for example, there are 114 public safety answering points.  
1.  Summary
1.1 Background and Overall Network Description

PSAPs face new challenges with the public using communications devices that do not use traditional means to access the 9-1-1 system. The residents of Alabama are quickly utilizing new technologies with their computers and wireless devices with the expectation of being able to communicate with today’s 9-1-1 systems. A new generation of access devices presents a technology challenge to systems originally designed to provide only fixed landline 9-1-1 calls. With the seemingly constant advancement of new technologies prevalent in today’s 9-1-1 environment, a high degree of capability and flexibility must be incorporated into the 9-1-1 emergency call delivery and receipt system. PSAPs originally intended to receive voice calls and a minimal amount of data using the telephone company voice network now must be able to support substantial amounts of data, including pictures, text messaging and video provided by the calling public.  Few are connected to local or regional safety networks.  The hearing impaired and other persons with disabilities are depending more on text and video messaging to communicate and are a driving force to implement a Next Generation 9-1-1 Network (NG9-1-1). 
Alabama’s 9-1-1 community desires a new model that will achieve the National Emergency Number Association’s (NENA) requirement of “Any device, anytime, anywhere”.  Our current 9-1-1 network has served the citizens well. The public adoption of new technologies, and the affordability, capabilities, and reliability of newer Internet Protocol networks has made the time right for an upgrade to a NG9-1-1 network. 
The NG9-1-1 environment will differ considerably from the current 9-1-1 environment.  NG9-1-1 will require an overhaul of all aspects of 9-1-1 from governance to the delivery of services.  This plan establishes a body, the 9-1-1 state coordinating committee (9-1-1SCC), to be the planning and implementation coordinating body for the deployment and operation of the Alabama NG9-1-1 plan, and to represent 9-1-1 in the planning and operation of the proposed state emergency network, ANGEN.  Conceptually, the transition begins with connecting all emergency agencies, including PSAPs, to IP networks, along with the implementation of the software applications that provide next generation functionality. The roles and responsibilities of 9-1-1 stakeholders from PSAPs to state government will evolve as NG9-1-1 matures. The 9-1-1SCC will facilitate the definition of roles and responsibilities of local, regional and state government in 9-1-1.

The ANGEN9-1-1 and ANGEN will be realized with the implementation of a state level Emergency Services Internet Protocol (IP)-enabled Network (ESInet) that will interconnect local and regional ESInets and individual emergency agencies, including PSAPs. The ESInet will enable call access, transfers and backups among and between PSAPs within Alabama, and eventually, across the nation. It will also allow flexibility in call-taking such that call takers no longer will have to be physically constrained to a specific communication center.  Our plan assumes ANGEN, the Alabama ESInet, will be managed by professionals and governed by a Board representing the various emergency professions and agencies that will use it.  
This ESInet will enable access to and backups from other emergency services organizations such as other local emergency response services (e.g. fire, EMS, law enforcement), state or regional services (e.g. Poison Control), and federal (e.g. the Federal Emergency Management Agency). Thus, the backbone network we intend to establish will be part of an interconnected and interoperable system of local, regional and national emergency services networks.  This ESInet will enable access to public emergency services by any personal communication device regardless of its mobility and/or technology. This includes emergency "calls" using text messages, instant messages, voice and video from handheld, laptop and desktop computers, wireless and wireline phones. The ESInet will have the capability to accept and share information to improve response, such as an image of the scene of an accident. It will also be capable of accessing information designed to facilitate emergency services such as a caller's medical records or the building plans of an incident location. The ESInet will also enable the PSAPs and the general public to receive up-to-date information, warnings, and/or instructions on emergency events of all kinds.

 
The ANGEN must be engineered and managed to provision the bandwidth necessary to carry the volume of traffic for all PSAPs in Alabama, currently numbering 114, and the rest of the emergency response communities. Some PSAPs will be connected directly to the ESInet backbone. The remainder will be connected to the ESInet backbone via regional ESInets.

The ANGEN will have a network-centric, industry standards based, open architecture.  Its architecture will be based on the resiliency of the Internet by lacking single “centers”.  It will take full advantage of the latest advances in service oriented architecture.  Similarly, it will depend on hosted services and cloud computing to overcome the inefficiencies and inherent lack of interoperability in the current system of hundreds of independent organizations.  Vendors will have to conform to industry-based standards in protocols, messaging, and taxonomy.  
In order to evolve the ESInet (ANGEN)
 to provision new emergency services in the future, the network infrastructure must be easily and seamlessly scalable and extensible.  Furthermore, the network infrastructure must be public safety grade. It must meet a higher standard of availability, resiliency, reliability, security and survivability than non-mission critical enterprise network infrastructure.  Its control software needs to be able to provide priority to safety communications; this is particularly important where segments of public networks are used, for example in rural areas.  
The ANGEN will be built using existing networks where practical.  The State ESInet will have one or more application operators that will provide core services such as access control, agency location and domain name systems, services broker and network monitoring, auditing, and identity management.  State ESInet application operator(s) will also provide multimedia services such as bridges, loggers, media servers etc.  Regional ESInets may choose to assign some or all of the core and multimedia services to the state level ESInet application operator(s).  A handful of hosted, managed services will be offered on a subscription basis through ANGEN.  These include the current, highly successful GIS-based situational awareness application, Virtual Alabama, and new services we will develop and/or encourage.   
1.2 History of 9-1-1

The concept of a nationwide emergency telephone number was first adopted in Great Britain in 1937.  The first catalyst for a nationwide emergency telephone number in the United States came in 1957 from the National Association of Fire Chiefs, which recommended the use of a single number for reporting fires.  Ten years later the President’s Commission on Law Enforcement and Administration of Justice recommended that a single number should be established nationwide for reporting emergency situations.

In November 1967, the Federal Communications Commission (FCC) met with American Telephone and Telegraph Company (AT&T) to find a means of establishing a universal emergency number that could be implemented quickly. AT&T later announced that it would establish the digits 9-1-1 as the emergency number throughout the United States.  9-1-1 was chosen because it best fit the needs of all parties involved.  It was brief, easily remembered and could be dialed quickly. Other factors in choosing 9-1-1 were the fact that it was a unique number which had never been authorized as an office code, area code or service code. Congress backed AT&T’s proposal and passed legislation allowing the use of the numbers 9-1-1 as the standard emergency number nationwide.  The creation of a nationwide number for emergency services – 9-1-1 – in 1968 was a simple yet sweeping advance in emergency services. The establishment and adoption of 9-1-1 service assured that in an emergency any caller throughout the country (assuming adoption by the local government of a 9-1-1 system) could dial three easily memorized digits and quickly have local first responders come to his or her aid. 

Officials with the independent Alabama Telephone Company, a subsidiary of Continental Telephone, read reports of the move by AT&T and were offended because the independent telephone companies were not included in the planning of the emergency telephone number.  After learning of AT&T’s goal to test the plan in Huntington, Indiana, those independent telephone officials and engineers set out to beat the telephone giant. Following a quick study of the facilities in Alabama, it was determined the system in Haleyville was best suited to test the system.  Rankin Fite, then Speaker of the Alabama House of Representatives, placed the nation’s first 9-1-1 call from the mayor’s office on February 16, 1968 to a red phone at the Haleyville Police Station. That call was answered on a red phone by U.S. Rep. Tom Bevill and B. W. Gallagher, President of Alabama Telephone Company.

As 9-1-1 service began to be widely implemented during the 1990s across the state and nation, Alabama 9-1-1 officials formed a “user’s group” to share operational and technological information.  In 1991 the group officially affiliated with the National Emergency Number Association (NENA) as a state chapter (AL-NENA).  The chapter’s constitution & bylaws state the purpose of  the Alabama chapter is to foster the development, availability and implementation of a universal emergency telephone number common to all jurisdictions through research, planning, training and education; represent its members before communications regulatory agencies and policy making bodies as appropriate; and strive toward citizens having immediate access to emergency public services so that safety of human life, protection of property, and civic welfare are benefited to the utmost degree.

Being from the state where 9-1-1 began has been a motivation for the members of the Alabama Chapter of NENA from its inception.  9-1-1 personnel across the state have embraced that heritage and worked to keep Alabama among the leaders in the 9-1-1 community. AL-NENA has consistently been among the top chapters in membership through the years and has sought to be a leader in 9-1-1 development and growth. AL-NENA member John Ellison, a respected member since the chapter’s beginnings, served as President of the national NENA organization in 1996 and has served on several committees at the state and national level.  Elmore County was recognized in 2006 as recipient of the E9-1-1 Institute’s award for the Outstanding 9-1-1 Center. The Elmore County Emergency Communications District “successfully demonstrated how the transition to IP and VoIP within a PSAP can improve public safety, slash costs, and increase control of 9-1-1 operations.”  In making the award, the Institute noted Elmore County “had the vision and leadership necessary to answer the call for future emergency services today and is demonstrating what America’s emergency service leaders are actively working toward – the development of a feature rich IP-enabled emergency response system.” 

With this proud heritage, AL-NENA hopes to continue meeting the challenges we face in providing this important service to the citizens who depend on us in times of emergency.

When 9-1-1 service was first introduced, 9-1-1 calls were sent to a single destination based on the caller’s telephone exchange. Since there was and is little or no correlation between a telephone exchange boundary and the emergency responder’s jurisdiction, a 9-1-1 call could end up at public safety answering point (PSAP) that did not serve the caller’s location. This early 9-1-1 service, now known as Basic 9-1-1, did not provide any telephone number or location information with the call – it was a voice service only; the caller had to provide his or her location and call back information.

Significant advancement in 9-1-1 technology occurred with the introduction of enhanced 9-1-1 (E9-1-1) in the 1980s. This level of service enabled a 9-1-1 call to be selectively routed to the PSAP serving the caller’s location, and delivered that call with automatic number identification (ANI) and automatic location identification (ALI).  Other features, such as selective transfer, further streamlined the call handling process.

Wireline E9-1-1 tied the caller’s telephone number to his or her physical address for landlines that were validated with the local telephone company. The introduction of wireline E9-1-1 was a great improvement to the 9-1-1 system, but it would quickly be strained by the introduction and adoption of cellular phones. The rapid proliferation of cellular technology in the consumer market in the late 1980s and 1990s came as a surprise to many observers, including public safety officials and practitioners. It was widely anticipated that cellular phones would be a wealthy commuters’ tool and emergency calls would primarily come from highways. The public safety community did not anticipate that cellular phones would achieve massive market penetration, moving beyond an expensive supplementary technology to increasingly replace landline phones. In addition, 9-1-1 centers would start receiving emergency calls from cellular phones from shopping malls, street corners, parks, homes, and office buildings. 

Because the location methods of wireline E9-1-1 were useless for locating cellular callers, this information had to be collected by telecommunicators or searching on the ground by first responders, slowing response times. The deployment of wireless E9-1-1 has helped to overcome this challenge by transmitting longitude and latitude information based on the location of the caller’s handset to the 9-1-1 center. The location of cellular callers is determined either by the GPS device within the phone itself or through a network solution that employs triangulation. While not as exact as landline technology, wireless E9-1-1 has greatly improved the ability to quickly dispatch first responders to a wireless caller’s location. 

Today, consumers in a mass world-wide market continue to drive the communications market, with companies rapidly bringing new technologies and new ways of communicating into practice. Voice over Internet protocol (VoIP) phones, text messaging, picture messaging, and video are becoming preferred communications mechanisms, and consumers expect that 9-1-1 centers will keep pace with these technologies. Most of Alabama’s 9-1-1 centers cannot handle communications from these new technologies and struggle with antiquated analog technology and a lack of interoperability. In addition, we face inconsistencies between rural and urban areas. Urban areas tend to have greater resources and to be outfitted with the latest equipment. Many of their rural counterparts, however, lack the means to deploy comparable services. 

New challenges posed by these technologies are undermining the historical success of the E9-1-1 system. The current system architecture will prevent the E9-1-1 system from being able to meet those challenges. The E9-1-1 network was designed to support E9-1-1 service to the wireline telephone system. Unfortunately, the design has changed little since its introduction in the early 1980s, which was actually based on 1970s analog technology. This means the current E9-1-1 system handles voice communications very reliably, but can only handle a very small amount of data. While this was adequate for the wired world of the 1980s and 1990s, wireline telephone service is now declining. Many citizens are converting their telephone service to wireless or other newer technologies. Many are not maintaining wireline service at all, opting instead for the more mobile wireless service or cheaper voice over Internet protocol (VoIP) services. As reliability of these services increases, more and more people will adopt them as their only telephone service. This shift is having a dramatic impact on PSAPs.
 

Because the communications industry has almost entirely adopted packet data versus circuit switched communications, the existing public safety infrastructure is a barrier to creating an integrated emergency call management infrastructure. The business models of emerging communications require innovative technology solutions and the 9-1-1 network must be able to adapt quickly in order to harness the added values these innovations offer for emergency response improvement. Fundamental and significant change is required to move toward an infrastructure that offers enhanced capabilities and increased change capacity to accommodate both current and future emergency services operations. 
Moreover the singular, isolated nature of PSAPs and other emergency response agencies is no longer a useful approach for a variety of reasons.  Emergency events often do not respect governmental jurisdictional boundaries. Large-scale emergency events have even greater inter-jurisdictional impact. Inevitably, that requires some degree of response coordination. This generates a need for planning and established service arrangements that most effectively mitigate the emergencies involved. Best practice requires our state and local agencies to develop strategic and operational plans to address this need. The federal government has had similar requirements (often as a prerequisite to receiving federal funds and support) for many years in a variety of program areas.  Existing and pending federal legislation directly or indirectly foster and/or require statewide planning and coordination for emergency communications and the delivery of a 9-1-1 call. 

Beyond technology, our state must also consider how 9-1-1 centers are staffed, how that staff is trained and retained, and the responsibilities of that staff. The current 9-1-1 system is staffed with resourceful and adaptive personnel who are dedicated to public safety. However, recruiting and retaining qualified staff is difficult because the work includes high-stress situations, non-competitive wages, and the responsibility of administrative tasks outside of emergency response. In fact, most public safety telecommunicators work overtime to accommodate their understaffed 9-1-1 centers, and often staff shortages prohibit them from leaving their site to attend training courses including those for new technologies and services.  So rather than leaving each agency on its own, we need to think about ways to work together on training as well as technology. 

Transitioning from the current 9-1-1 system to one capable of handling the increasing demands of modern technology and including skilled and qualified staff is a complex but realizable goal. This plan provides a roadmap to move Alabama towards a robust and reliable 9-1-1 system that is able to handle new technologies while also helping to assure a standard level of 9-1-1 service across the state. 

1.3 WIRELESS COMMUNICATIONS AND PUBLIC SAFETY ACT OF 1999

The federal Wireless Communications and Public Safety Act of 1999 did several things beyond furthering the deployment of wireless 9-1-1 service, not the least of which was the establishment of 9-1-1 as the universal emergency telephone number in America.
  Indeed, the stated purpose of the Act spoke to encouraging and facilitating “. . . the prompt deployment throughout the United States of a seamless, ubiquitous, and reliable end-to-end infrastructure for communications.”
  Relevant to our plan, the Act reflected a Congressional finding that “the establishment and maintenance of an end-to-end communications infrastructure among members of the public, emergency safety, fire service and law enforcement officials, emergency dispatch providers, transportation officials, and hospital emergency and trauma care facilities will reduce response times for the delivery of emergency care, assist in delivering appropriate care, and thereby prevent fatalities, substantially reduce the severity and extent of injuries, reduce time lost from work, and save thousands of lives and billions of dollars in health care costs.
  
The reference to “end-to-end” communications infrastructure implies coordination among the stakeholders involved, and that requires coordinated planning. More directly, the Congress also found that the rapid, efficient deployment of emergency telecommunications service requires statewide coordination of the efforts of local public safety, fire service and law enforcement officials, emergency dispatch providers, and transportation officials; the establishment of sources of adequate funding for carrier and public safety, fire service and law enforcement agency technology development and deployment; the coordination and integration of emergency communications with traffic control and management systems and the designation of 9-1-1 as the number to call in emergencies throughout the Nation.
  
That finding specifically references “statewide coordination” of relevant stakeholders, along with the “coordination and integration of emergency communications” with related systems.  By way of provisions, the Act required the Federal Communications Commission (FCC) to “. . . encourage and support efforts by states to deploy comprehensive end-to-end emergency 

communications infrastructure and programs, based on coordinated statewide plans [emphasis 

added], including seamless, ubiquitous, reliable wireless telecommunications networks and enhanced wireless 9-1-1 service.”
  The Act goes on to say that the Commission should “. . . encourage each state to develop and implement coordinated statewide deployment plans,through an entity designated by the governor, and to include representatives ofthe foregoing organizations and entities in development and implementation of such plans.”

While the legislation does not dictate to state governments how that process should occur, it does speak to “statewide deployment plans,” coupled with the “coordinated” involvement of relevant stakeholders. In summary, the Act encourages and fosters: 

• 
Coordinated statewide plans 

• 
A state entity designated by the Governor 

• 
End-to-end emergency communications infrastructure and programs 

• 
Involvement of state and local stakeholders 

In response to these legislative requirements, and, building upon the related House Report, the FCC found that section 3(b) reflected “. . . a careful balance between the need for federal and state leadership and the responsibilities of local jurisdictions and others to provide 911 emergency services. Congress recognized that most of the key decisions in this area are not made by the federal government, but by the private sector and state and local governments, and that implementation of 911 systems is carried out at the local level. We find, therefore, that the framework for implementation of the state plans and statewide emergency systems envisioned by the 911 Act should rely on the cooperation and coordination of all the interested parties.”

In the final rulemaking, the Commission pledged to “. . . maintain an ongoing dialog with state and local officials, through interactions with, for example, the National Governors’ Association, the National Conference of State Legislators, and the National Association of Regulatory Utility Commissioners . . . [and to] make presentations on 911-related issues at conferences of various associations, including those of NENA and APCO, hold roundtable discussions, and provide an information clearinghouse function through its E911 website.”
  

This rulemaking also addressed the role of a “designated state entity,” within the context of the Act. In making “9-1-1” the country’s universal emergency number, the Act required that 9-1-1 calls had to be delivered somewhere. In areas where established PSAPs did not exist, the FCC rules “strongly encouraged” states to establish a state-level “point of contact” for carriers (not limited to just wireless) to access for 9-1-1 call delivery guidance.
 

1.4   ENSURING NEEDED HELP ARRIVES NEAR CALLERS EMPLOYING 911 ACT OF 2004 (ENHANCE 911 ACT OF 2004)
 

This Act had several purposes. Title I of the legislation called for better coordination of E9-1-1 services at federal, state and local levels, and, ensuring that “. . . funds collected on telecommunications bills for E9-1-1 services are used only for the purposes for which the funds are being collected.”
 The first purpose was based on Congressional findings that,among other reasons, “. . . enhanced emergency communications require federal, state, and local government resources and coordination.”
 Essentially these provisions amended Part C of Title I of the National Telecommunications and Information Administration Organization Act (47 12 U.S.C. 901 et seq.) by adding the establishment of a National 9-1-1 Implementation and Coordination Office (ICO) by the Departments of Commerce and Transportation. Under the relevant provisions involved, the ICO is responsible for the establishment of “. . . a joint program to facilitate coordination and communication between federal, state, and local emergency communications systems, emergency personnel, public safety organizations, telecommunications carriers, and telecommunications equipment manufacturers and vendors involved in the implementation of E–911 services . . .”
  Subsection (b) of the Act provided for wireless Phase II E9-1-1 implementation grants to “eligible entities.”
 The recently passed New and Emerging Technologies 911 Improvement Act of 2008 (discussed in more detail below) amended Subsection (b) to provide grants for migration to an IP-enabled emergency network. Eligible entities, as defined by the Act, are essentially state and local governments, or tribal organizations. In the case of an eligible entity that is a state government,
 the Act indicates that the state must have

· Coordinated its application with the PSAPs located within the state 
· Designated a single officer or governmental body of the state to serve as the coordinator of implementation of E9-1-1 services (except that such designation need not vest such coordinator with direct legal authority to implement E9-1-1 services or manage emergency communications operations) 

· Established a plan for the coordination and implementation of E9-1-1 services 

· Integrated telecommunications services involved in the implementation and delivery of Phase II E9-1-1 services 

This document addresses the above requirement for a state plan, providing for both coordination and implementation of E9-1-1 services within Alabama. NHTSA and NTIA have developed grant regulations as required by the legislation. 

1.5 OTHER LEGISLATION
Other laws require various forms of state planning for emergency response and emergency communications among relevant government entities, and authorized non-governmental organizations.
 While the law implies a broader process and outcome, most of these have focused on building new radio systems for first responders, rather than including both broader constituencies and all forms of inter-organizational communications.  
More recently, Congress passed legislation designed to address emerging voice over Internet protocol (VoIP) telecommunications and 9-1-1 service.
 Among other things, the new legislation amended the ENHANCE 911 Act of 2004 to include provisions requiring the ICO to develop and report to Congress a “National Plan . . . for migrating to a national IP-enabled emergency network capable of receiving and responding to all citizen-activated emergency communications and improving information sharing among all emergency response entities.”

As required by the law, our plan is structured around the following content.
  Our plan:
• 
Outlines the potential benefits of such a migration; 

• 
Identifies barriers that must be overcome and funding mechanisms to address those barriers; 

• 
Provides specific mechanisms for ensuring the IP-enabled emergency network is available in every community and is coordinated on a local, regional, and statewide basis; 

• 
Identifies location technology for nomadic devices and for office buildings and multi-dwelling units; 

• 
Includes a proposed timetable, an outline of costs and potential savings; 

• 
Provides legislative proposals, where necessary, for achieving the plan; 
· Benefits from the experiences of the PSAPs and related public safety authorities                who conducted trial deployments of IP-enabled emergency networks recently; 
• 
Identifies solutions for providing 9-1-1 and enhanced 9-1-1 access to those with disabilities and needed steps to implement such solutions, including a recommended timeline; and
• 
Analyzes efforts to provide automatic location for enhanced 9-1-1 services purposes and recommendations on regulatory or legislative changes that are necessary to achieve automatic location for 9-1-1 services purposes.

1.6 CONCLUSION 

Federal policy, as reflected in existing 9-1-1 legislation, fosters and/or requires some degree of statewide planning and coordination. In short, such policy speaks to four broad areas: 

• 
The establishment of a state entity or focal point for these issues 

• 
The establishment of statewide plans designed to insure statewide 9-1-1 and emergency services coordination and effort 

• 
The appropriate and adequate involvement of all stakeholder communities with a vested interest in these matters 

• 
And, that such planning and coordination comprehensively address the 9-1-1 and other emergency response safety technology and services involved 

The plan described herein addresses each of these four areas, meeting the letter and the spirit of the law and regulations.  

 2. CURRENT 9-1-1 ENVIRONMENT 
In this section we focus on the specifics of our current 9-1-1 plan, including a description of the state’s 9-1-1 coordination function, staffing, funding mechanism, institutional arrangements and authority.  
2.1  CURRENT PSAP CENSUS
Each of Alabama’s 67 Counties has an ECD and there are 21 Municipal ECDs for a total of 88. (Of the 21 Municipal ECDs, 12 are in Jefferson County.)  Several of the County ECDs operate multiple PSAPs so the total PSAP count of 114 exceeds the number of ECDs. There are at least another 100 dispatch centers operated by police departments, sheriff’s offices, fire departments, and ambulance services. (This number is not exact as there is no registry for dispatch centers.)  Most ECDs serve a small population base as illustrated in this chart.
	Population
	LT 25K
	25-50K
	50-100K
	100-200K
	GT200K

	County ECDs
	26
	16
	15
	7
	2

	Municipal ECDs
	15
	2
	2
	0
	2

	TOTAL
	42
	18
	17
	7
	4


2.2 CURRENT LEGISLATIVE AND REGULATORY ENVIRONMENT AND PROGRAM STRUCTURE 

2.1.1 Legislative Summary

2.1.1.1 Alabama Statutes
Section 11-98 of Alabama law allows for the creation of Communication Districts within a County or Municipality.  It establishes the digits 911 as the primary emergency telephone number.  It allows the creating authority of a district to appoint a board of commissioners, or the governing body of the creating authority may choose to serve as the board of commissioners.  
The law allows districts to levy an emergency telephone service charge in an amount not to exceed 5% of the maximum tariff rate charge by any service provider within the district.  Counties with a population less than 25,000 may choose to levy a surcharge of $2.   In addition, it outlines how available funds may be expended.

Alabama has established a Commercial Mobile Radio Service (CMRS) Board, also known as the “Wireless Board’, along with membership and how appointees are be made.  

2.1.1.2 State-Level 9-1-1

9-1-1 coordination at the state level is voluntary.   In addition to their daily duties, local 9-1-1 coordinators and directors are frequently called upon to manage projects that affect 9-1-1 in Alabama.  By Executive Order, the Governor appointed the Alabama Department of Homeland Security as the “Designated Entity” for federal 9-1-1 coordination purposes.   Several entities organize 9-1-1 projects within Alabama.  Some of the entities and their limitations are briefly described below.

Commercial Mobile Radio Service Board, also known as the Alabama Wireless Board, collects levied surcharges on wireless phones and distributes that revenue to local ECDs.  The CMRS Board does not have statutory authority to utilize those revenues to fund or coordinate projects that are not specifically intended for the benefit of wireless 9-1-1 in Alabama.

Alabama NENA, a state chapter of the National Emergency Number Association (NENA) has historically been the driving force behind state-wide projects in Alabama.  Alabama NENA is a professional association and membership is voluntary.  Individual members and/or groups of members perform the tasks of the association voluntarily, without compensation.  Being a not-for-profit organization there are inherent limitations to what Alabama NENA can accomplish.  

The Association of 9-1-1 Districts (AAND) is an affiliate association of the Association of County Commissions of Alabama.  The 9-1-1 districts are the members of this association with a member of each district designated as the voting member.  The primary focus of the AAND is those tasks associated with legislative and regulatory issues that affect the 9-1-1 districts. This group is also a professional association and voting members voluntarily perform the tasks associated with the work accomplished by the association, without compensation.  
Consequently, Alabama is without an entity whose daily duties focus solely on state-level 9-1-1 coordination.  In addition, without a state coordinating entity, Alabama is void of the following:

· An organized position within the state government.

· A central mission statement.

· A mechanism for coordinating the implementation of 9-1-1 systems and monitoring of projects.

· A mechanism to apply for and distribute grant money.

2.2 CURRENT 9-1-1 TECHNOLOGY 

We have completed a detailed assessment of the current 9-1-1 infrastructure’s base configurations, components and general capabilities.   Appendix A presents those results.  A primary purpose of the survey is to determine how many of the 114 PSAPs have equipment that is IP capable and could take full advantage of the ANGEN network immediately. 34 PSAPs either already have or plan to install IP capable equipment during 2009.  Several PSAPs reported that equipment is ordered and installation scheduled during the 3rd and 4th quarters of 2009. (It is expected that others will upgrade to IP capable equipment once the ANGEN network is installed and hosted services are offered.)

[Several data elements identified in Kimball’s Report on Data Elements to Measure the Technological Progress of 9-1-1 may be worth mentioning here. We may want to consider capturing some of the other data elements from the Report in our current technology assessment and including them in this section of our plan. ]
2.3 PSAP INTEGRATION WITH EMERGENCY COMMUNICATIONS, TELECOMMUNICATIONS, AND INFORMATION NETWORKS 

Most Alabama PSAPs currently are served by dedicated 9-1-1 systems and separate radio communications systems; there is no integration of these systems with one another or with other related or unrelated public safety systems, except that some 9-1-1 centers have data links to their associated dispatching centers. 9-1-1 communicates with the public via traditional telephone circuits offered by commercial telephone companies. PSAP computer workstations and servers are not interconnected via a data network.  Alabama, like many if not most states today, is both exploring and deploying IP-based infrastructure to support a variety of state functions, including, but not limited to human resource services, state telecom and data-sharing functions, higher education, emergency preparedness, homeland security, and public safety. 
While 9-1-1 in Alabama does not have its own network, some other state organizations do.  However, these are fragmented networks only serving a designated agency or department. Sharing of information is difficult amongst agencies because of the isolated networks. 

In Alabama such state network efforts are centered in 
· General state information technology, general services and/or administration agencies with these higher-level responsibilities, managed by the Information Services Department 
· a special law enforcement network application layer for data sharing managed by the ISD.  CGEN is a highly secure network that adheres to the federal Department of Justice (DOJ) guidelines for network security.
· a public safety radio backhaul network shared with Alabama Public Television

· a state educational network managed by the Super Computer Authority.
A key part of our plan is how 9-1-1 fits into such efforts.  This impacts both the opportunity for cost sharing and functional interconnection.  Our plan starts by combining the previously planned state NG 9-1-1 network with the shared ESINet described in this plan.  This is a decision for the Alabama Wireless Board that we strongly advocate.

Considerations bulleted below do not specify technology or architecture but do specify our approach to identifying what opportunities exist in the state for sharing higher-level, deployed infrastructure and services for integrating the 9-1-1 function with other emergency response functions. Our considerations included interoperability among all emergency organizations including PSAPs, as well as issues associated with sharing, procurement, and coordination. In light of the inherent opportunity that modern Internet Protocol information technology provides to share transport, and lower-level network functions and facilities, we decided that state-level 9-1-1 planning should examine the opportunity these kinds of deployments provide to spread cost and function among multiple stakeholders. 
We believe an enterprise network for all public safety responders and providers can be achieved, not only cost effectively, but with substantial savings from current expenditures. The following objectives will be met:

· Enhanced 9-1-1 data exchange functionality will be established,

· Public safety responders, with no connectivity, will be connected,

· The ability to provide for the convergence of data and voice will be established,

· Significant savings will be achieved.


2.3.1 A high-level inventory of networks in Alabama available for sharing

We have reviewed the three major state networks from which we can draw much of the state ESINet called for in our plan.  In addition, there are a number of municipal fiber networks that may also provide shared capacity.  One of the first actions of our plan’s implementation will be the selections of the parts of existing networks in the state taking into account:
· cost/benefit analysis of combining this network function into the state ESINet 

· any generic state procurement and usage requirements, constraints, and costs 

•     any special requirements to comply with higher-level information    technology (IT) policy regarding the acquisition of IT products and services 


2.3.1.1   Alabama Research and Education Network (AREN)
The Alabama Research and Education Network (AREN) provides Internet access for Alabama state government, four-year universities, two-year colleges, K-12 schools, and libraries. Legislative appropriations from the Alabama Education Trust Fund provide this access at no cost to a limited number of public schools and colleges. Currently, some new customers from AETF agencies must cover a portion of their costs. Customers from private schools, 'general fund' state agencies and commercial customers continue to pay fully for services at standard rates. 

While AREN was once the domain of the state's research universities, the state's community colleges and K-12 systems represent the greatest demand for new growth. To meet their needs, the Authority developed and implemented a technical plan that expanded Internet access to all of the community/junior colleges in Alabama. 

The Authority has become an Affiliate Member of Internet2, a cooperative effort of 202 member universities working together with private member companies and non-profit organizations to provide the tools for scientific research and higher education in the 21st century. As a shared resource for academic research, AREN successfully provides cutting-edge computational science tools and technology for all Alabama public education institutions. 

AREN has brought Internet connectivity to schools, universities, libraries, government entities, and other institutions in Alabama since the early 1990s. In the early days, AREN was able to serve all clients with a single T1 (1.5Mbps) connection to the Internet. This provided access for email and the World Wide Web, which were just becoming popular.  In the past twelve years AREN's Internet access has grown from 1.5Mbps to 1450Mbps with connections in Huntsville (500Mbps), Birmingham (500Mbps), Montgomery (500Mbps), and Mobile (100Mbps). 
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The AREN backbone consists of one 10-Gigabit Ethernet connection, two Gigabit Ethernet connections and two OC3 (155Mbps) connections in a two-ring design. The three Ethernet connections form the northern ring between Huntsville, Birmingham, and Montgomery (the 10-Gig is between Huntsville and Birmingham). Two additional OC3 connections form the southern loop by connecting Mobile to both Birmingham and Montgomery. 
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2.3.1.2 Alabama Criminal Justice Information System

The Alabama Criminal Justice Information Center (ACJIC) is responsible for establishing the policy to govern and administer the management of the Information Technology security program for criminal justice agencies accessing NCIC. ACJIC also operates a Command Center 24 hours a day, 7 days a week, to provide and assist criminal justice agencies with authorized access to its information systems.

State-specific information systems developed and administered by ACJIC include AlaCOP, Alabama's secure web portal for authorized law enforcement and criminal justice officers, and the Alabama Law Enforcement Tactical System (LETS), a secure Internet-based system accessible only to authorized criminal justice agencies to share vital information maintained by Alabama state agencies such as Alabama driver license, boat registration, corrections, and automobile tag registrations.  These systems operate through the state’s network infrastructure operated by the Alabama Department of Finances Information Service Division.

The Office of Network Operations is responsible for the State’s Network Infrastructure and provides cost effective, reliable, secure network resources and solutions to distribute voice, data, and video to our customers using industry standards. The State’s Enterprise Network Infrastructure supports Voice, Data, Internet, and Video Applications. There are two significant physical infrastructures that support transportation of State applications. The Statewide Infrastructure is leased under contract from AT&T, and the Campus Infrastructure is owned by the Finance Department, ISD. 

2.3.1.3. Public safety radio backhaul network 

A new microwave network is being deployed around the state with federal funds from the Public Safety Interoperability Communications program (PSIC).  It will be used for public safety radio network backhaul, and will be shared with Alabama Public Television.

2.4 ECONOMICS 



2.4.1 Current Funding Mechanisms


The majority of the Emergency Communications Districts (ECDs) in Alabama are funded solely by the 9-1-1 surcharge collected on wireline and wireless phones.  Some ECDs do receive partial funding from their local County Commission or City Council in addition to the surcharges collected.  The ECDs of Montgomery County and the City of Montgomery are the only ECDs that do not collect a surcharge from wireline phones.  These ECDs are funded by their local governments and revenue from wireless phones.  The wireline surcharge varies among each of the 88 ECDs from $0.50 to $4.35 per month for residential and business lines. This revenue is paid directly to each ECD, or governing agency, by each LEC and CLEC.

Realizing counties in the state with smaller populations and less economic prosperity were struggling to survive, and at the same time preventing the goal of statewide Phase II service, 9-1-1 officials sought and accomplished a change in the state’s 9-1-1 legislation during the 2007 session of the Legislature.  This change accomplished two goals. The first was a change in the formula for distribution of the 9-1-1 surcharge on wireless phones between ECDs and carriers, giving ECDs a larger piece of the pie. Since most carriers had converted their systems to accommodate Phase II, it was pointed out they no longer needed as much of the surcharge. The second goal was to establish a short term grant fund for the less fortunate counties to assist them in becoming Phase II compliant. Funding for the grant program was taken off the top of the additional revenue provided by the new distribution formula. The remainder of the funds was distributed to the ECDs based on their population, thereby providing them with additional operating funds.

The wireless surcharge is $0.70 per connection per month and is collected by the Alabama Wireless 9-1-1 Board which retains 2% of the gross revenue collected for administrative costs.  The remaining revenue is distributed to the ECDs and wireless providers on a monthly basis.  The wireless providers receive 20% of this revenue for cost recovery and the ECDs receive 80% for operating expenses.  The 80% that the ECDs receive is split into two separate funds based on Phase II capability. The Operating Fund, which is 56% of the total, is distributed to all ECDs based on the percentage of their population to the total state population.  The remaining 24% is placed in the Phase II Implementation Fund and is distributed to those ECDs that are certified as Phase II capable based on the percentage of their population to the total population of all ECDs that are certified as Phase II capable. It is expected all ECDs will be Phase II capable by the 3rd quarter 2009.
2.4.2   Current 9-1-1 Economics 

The 9-1-1 surcharge collected from wireline and wireless telephone subscribers, in the 2007-2008 fiscal year, generated approximately $55,000,000 in revenue for the ECDs.  The wireline revenue was approximately $33,000,000 (60%) of this total and the wireless revenue was approximately $22,000,000 (40%).  Wireline revenue is decreasing at a rate of 2.5 percent annually.  Based on this rate of decrease, the forecasted wireline revenue for the next 5 years is expected to be:

2009
$32,175,000

2010
$31,370,625

2011
$30,586,359

2012
$29,821,700

2013
$29,076,157

The number of wireless subscribers is approaching 3.5 million whereas in 2005 the average number of monthly wireless subscribers was approximately 2.5 million.  The average annual growth rate for wireless subscribers from 2005- 2008 was 10.9 percent.  Based on this rate of growth, the forecasted wireless revenue for the next 5 years is expected to be:

2009
$24,398,000

2010
$27,057,382

2011
$30,006,636

2012
$33,277,360

2013
$36,904,592

During 2007-2008, the reported annual expense for ECDs in Alabama was $56,942,071.  Of this amount, $4,654,372, or 8.5% was spent on ANI/ALI and selective routing charges.



2.4.3 Next Generation Considerations

There will be new cost considerations associated with planning and implementing a NG9-1-1 system. Allocating costs in the current 9-1-1 environment is relatively straightforward. The 9-1-1 systems are closed and dedicated, i.e., used only for transporting and processing 9-1-1 calls and data. Costs are mostly paid using dedicated funds and the prevailing model for the source of those funds is typically a surcharge to customers on telecommunications services. The 9-1-1 system is operated under the oversight of a 9-1-1 authority. Today’s 9-1-1 systems are most often provisioned by the LEC, and, although many 9-1-1 systems procure PSAP CPE directly from the manufacturer, others purchase or lease it from the LEC. In a NG9-1-1 environment, there will be new costs, and costs that will be shared among state and local jurisdictions. 

The existing cost recovery and funding allocation mechanisms do not account for new or shared costs. It is possible that some network components will be shared with a private-sector entity.  This would further complicate funding and cost allocation.  


2.4.4  Expected Savings from ANGEN


We expect a variety of savings from the implementation of ANGEN.   As noted in our economics discussion in Section 8, we intend to measure both costs and benefits carefully so our experience will be accessible and replicable elsewhere.  

· Phone Service Providers

Both wired and wireless phone service providers will see a reduction in costs to deliver 9-1-1 calls to the ANGEN network compared to the existing analog network. The IP based delivery network will be less costly yet more robust, a win-win for all involved.  Competitive Local Exchange Carriers, VoIP providers, and Incumbent Local Exchange Carriers will deliver calls in native IP from their networks to ANGEN. IP transport facilities are much more efficient and providing redundancy is greatly simplified. Wireless phone service providers and others who have a large service footprint will see even more reduction in recurring costs due to simplification of their network resources needed to deliver 9-1-1 calls. 
In today’s analog environment each wireless provider must purchase and maintain duplicate facilities to each of the seven (7) 9-1-1 routing switches (tandems) serving Alabama. This is costly in hard dollars each month and is also a maintenance issue that consumes hours of staff time to maintain and troubleshoot.
In an IP network, each carrier will have only two connections from their network switch to the ANGEN network. This has the potential to reduce the recurring expenses from fourteen (14) connections to two (2). This reduction in costs and maintenance time comes with the benefit of routing in an IP network such that calls are not blocked by a single interruption in the network.

· 9-1-1 PSAPs

Very few PSAPs can afford back-up circuits in the analog system, yet it becomes very affordable in an IP system such as ANGEN. Since PSAPs are billed monthly for 9-1-1 service by phone companies, the cost reductions realized should result in a reduced or at least stable cost.  A potential tremendous cost savings will be available to PSAPs when an IP network is available that can be used to deliver hosted services. This will be especially beneficial to smaller PSAPs that currently must pay for expensive equipment that is used just a few times per day. In a hosted IP based environment, these agencies could pay a monthly fee for a service rather than purchasing and maintaining expensive premise- based equipment. This will bring the most current technology to all areas of the state in an affordable manner.

· Law Enforcement Agencies

Even if Police Departments, Sheriff’s Offices, State Police, FBI, and other law enforcement agencies maintain their own separate network, in ANGEN they will have a secure network platform to receive and share incident information and details from on-going events with other non-law enforcement agencies. Many agencies would benefit from routine data sharing and would do so if the monthly expense of a dedicated network circuit were no longer an issue. This is especially beneficial when several agencies need to interoperate.  ANGEN will connect them all for one fee rather than maintaining several dedicated data circuits.

· Other Public Safety Agencies

If any agency has a need to share information they can obtain a single connection to ANGEN and achieve interoperability with all other emergency providers in the State. This will not reduce existing expenses as we do not today share information due to the extreme expense. The benefit will be a tremendous capability to share information with agencies that have a need but lack the funding to purchase network connections to each PSAP.  Examples of this include but are not limited to:

· Emergency Dispatch Centers also spend a lot of time on the phone relaying information to ambulance providers. An electronic exchange of information will reduce errors and decrease response time as seconds are saved on each call. Once again this is a soft dollar savings, but the real benefit is making emergency call center staff time available to deal with calls from citizens.

· Hospitals will receive data from PSAPs concerning vehicle crashes, trauma, strokes, heart attacks, and other events that typically have patient(s) transported to the emergency room. Crash data from vehicles with Onstar, ATX, or other telematics services can be shared with EMS, emergency nurses and doctors so they can anticipate the extent of injuries based on crash injury algorithms.

· The Alabama Department of Public Health can monitor emergency events to quickly indentify pandemic flu and other public health hazards. ADPH will also use the network to send information to public safety agencies concerning their response to public health issues.

· The Department of Transportation can receive immediate notices of events occurring on roadways and begin a response to reduce traffic congestion and make repairs. Road closings and work zones will be shared with emergency agencies to assist their response.
· The National Weather Service has stated the ability to see locations of 9-1-1 calls on a map to compare with suspected tornados could greatly improve their warnings.
· Private Companies

Private companies providing critical infrastructure should also participate in ANGEN. Alabama Power and other utility companies can receive the location of down lines and trees in lines during storms from 9-1-1 reports from direct data feeds from mapping software at PSAPs. This will be a labor cost savings as currently a person at both the 9-1-1 PSAP and the power company are tied up verbally relaying this information. A severe thunderstorm front in a single county can generate dozens of reports that must be manually relayed to the local electric company.

Alarm companies also communicate hundreds of times a day with law enforcement agencies in Alabama. Once again two employees verbally relay information concerning the location of a burglar alarm, which prevents the 9-1-1 employee from handling a call from a citizen. This will be a soft dollar savings, but will greatly increase efficiency of existing staff.

3. THE FUTURE: NG9-1-1 SYSTEM REQUIREMENTS AND STATE-LEVEL/INTERSTATE PLANNING AND COORDINATION 

3.1  Who is in the Network? Nature and Scope of Interconnection

Next Generation 9-1-1 (NG9-1-1) involves, by nature, a wide variety of stakeholders working together to achieve its full vision. For example, the U.S. Department of Transportation (USDOT), in its current sponsored project to design the system architecture and high-level requirements of NG9-1-1, notes that NG9-1-1 is expected to be an interconnected system of local and regional emergency services networks (system of systems). The boundaries of emergency service networks and applications running on them may vary, depending on local requirements and organizational frameworks. However, at the core, each local NG9-1-1 network would include one or more PSAPs and the corresponding public safety dispatching and communications support capabilities.

One of the major features of NG9-1-1 is the concept of “interconnection”– one that ultimately brings about “. . . a nationally interoperable emergency services inter-network.”
 DOT’s core vision of the project is even more specific when it suggests that once implemented, the NG9-1-1 system will enable among other things:

· Transfer of 9-1-1 calls between geographically dispersed PSAPs (and from PSAPs to remote public safety dispatch centers) if necessary 

· Aggregation and sharing of data, resources, procedures, and standards across all involved organizations to improve emergency response 

· Maximized public capital and operating cost savings for emergency communication services 

· Promotion of increased coordination and partnerships within the emergency response community
 

Next Generation functions that enable the transferring of 9-1-1 calls, the sharing of data and resources, the maximizing of cost savings, and the increased coordination and partnerships of the stakeholders involved all stem from a coordinated and interconnected environment that cannot come about on its own. Planning and coordination mechanisms must be in place to facilitate that process.  
The FCC Network Reliability and Interoperability Council (NRIC) VII Focus Group 1B (FG1B) on the future of 9-1-1 broadly characterized NG9-1-1 interconnection this way: 

“. . . PSAPs should and will deploy IP networks within the PSAP, between the PSAP and the sources of calls coming into the system and between the PSAP and other responders and emergency service agencies. This communication infrastructure serving the PSAPs will comprise an Inter-network (federation) of managed and secured Emergency Service IP Networks. It is anticipated that such networks will mirror the 9-1-1 system authority level. In most areas, that would equate to a county or large city, but in some cases it would be an entire state, and in other cases a single large PSAP. The Emergency Services Network, in turn, should be interconnected to neighboring jurisdictions for mutual aid assistance, and the Inter-network formed by such connections would be aggregated at state or groups of states and further interconnected such that information can be sent reliably between any entities within this Inter-network across the country. National agencies, such as DHS, would connect to this Inter-network and thus would be able to both provide and access information on it. Many of those agencies do not have ready access to the emergency communications systems (E9-1-1 PSAPs) today. Allowing them to join this wider network will bring added value to the common cause of providing the best assistance possible in times of emergencies.”

Focus Group 1D (FG 1D) of the FCC’s same NRIC focused on emergency communications beyond just PSAPs and strongly advocated that such connectivity needs to extend far beyond the traditional public safety community, and the primarily voice connections that have characterized it.  This detailed report said the connected entities should include: 

· Traditional public safety agencies (law enforcement, fire services, EMS, 9-1-1) 

· Citizens and businesses: connections between them and agencies (e.g., E9-1-1, truck fleet management systems) 

· Business safety providers (e.g., telematics, alarm monitoring systems, hazmat service providers) 

· Hospitals/Clinics 

· Public health 

· Emergency management 

· Transportation departments 

· Different transportation modes (e.g., railroads, ports, trucking) 

· Non-governmental organizations (e.g., Red Cross, Salvation Army, CERT, urban and mountain rescue groups) 

· Mental health organizations 

· National Guard 

· United States Department of Defense (US DOD) 

· Utilities, public works, recreation departments 

· Media 

· Schools 

· Critical infrastructure companies

The USDOT agreed. In its Concept of Operations document, USDOT acknowledges that 

“…access to emergency services provided by 9-1-1 in today’s world of evolving technology will ultimately occur within a broader array of interconnected networks comprehensively supporting emergency services—from public access to those services, to the facilitation of the services, to the delivery of the emergency information to dispatchers and first responders.”
 

The planning and coordination mechanisms we establish must accommodate that vision of Next Generation services. This is an important point. Public safety’s migration to Next Generation solutions will occur within the context of broader and higher-level system deployments. IP-based, backbone transport infrastructure may be deployed for a variety of public service purposes, of which 9-1-1 and public safety are only a part. Many, if not most, states today are deploying IP-based infrastructure to support a variety of state services. 9-1-1 will find it valuable to take advantage of these resources to provide much of the interconnectivity described here. This assures economies of scale, in cost and expertise.  Obviously, that requires high-level coordination and leadership. 

In developing our plan we have included the perspectives and needs of the full range of emergency response stakeholders.  Our plan adopts this comprehensive and integrated view of Alabama’s “virtual safety enterprise.”
We have incorporated the views and needs of state and federal agencies responsible for homeland security and emergency management.  And we are aware of and seeking to coordinate with those who are addressing inter-state and national issues
. While this requires a greater time commitment up front, the payoff is greater efficiency in the long run. 

3.2  STATE-LEVEL NEEDS AND REQUIREMENTS FOR EFFECTIVE PLANNING, COORDINATION AND IMPLEMENTATION 

Telecommunications technology has evolved beyond wireless, and that fact, along with the interconnected nature of NG9-1-1 systems and solutions, makes effective statewide planning and coordination more essential than ever.  Following is a brief summary of the factors we have sought to address in our plan.  

· Adopted federal policy fosters and/or requires some degree of statewide planning and coordination, including: the establishment of a state entity or focal point for these issues; the establishment of statewide plans designed to insure statewide coordination and effort; the appropriate and adequate involvement of stakeholder communities with a vested interest in these matters; and, that such planning and coordination comprehensively address the technology and services involved. 
· NG9-1-1 is being designed to support an interconnected system of local, regional and state emergency services networks, and then connect them to national networks and other state networks. Effective interconnection requires effective planning and coordination. Next Generation system requirements and standards are being drafted in that context. 
· Next Generation functional requirements suggest that statewide planning will range from coordination, facilitation and funding, to state-level service support to assure statewide interconnection and operations (e.g., core services, border control functions,
 routing, database uniformity and maintenance). 
· Ultimately, our state will benefit most from a planning process that both reflects local needs and requirements, and factors in state-level needs for statewide functions, services, and components.  

As required in the ENHANCE 911 Act of 2004, we have coordinated our plan development with public safety answering points (PSAPs) located within Alabama.  The Alabama Department of Homeland Security has been designated by the Governor as the single officer or governmental body of the state to serve as the coordinator of implementation of E9-1-1 services. 

Our planning process has included: 

· Gathering information and opinions from 9-1-1 stakeholders through an official committee, along with surveys, interviews, and meetings 

· Establishment of a planning task force consisting of a representative group of 9-1-1 stakeholders 

· A baseline assessment of our current infrastructure, current technology, inventory of emergency services, inter-jurisdictional agreements, and funding 

· Analysis of data gathered 

· Outreach to other emergency services stakeholders 

· Building on that analysis, identification of goals and objectives 

· Determination of success measures 

3.3   NEXT GENERATION ARCHITECTURAL MODEL 

Our architectural model draws heavily on that presented in the NRIC Focus Group 1D for the broader emergency response context into which 9-1-1 will fit.  For the 9-1-1 part, our plan is based in large part on the two Next Generation 9-1-1 architectural models commonly reviewed: the National Emergency Number Association (NENA) and the U.S. Department of Transportation.
  We adopt much of these, particularly the thinking of NENA in positioning 9-1-1 in the context of the broader virtual safety enterprise discussed above.   

Our vision of NG9-1-1 reflects an interconnected “network of networks” structured around a number of functions that must be provisioned beyond local/regional agencies and networks serving them, most likely at the state level.  These include functions like state-level gateway and border control services, security, call routing, location validation, system access and rights management, and the database activities necessary to make it all work. It is logical that such functions be part of the state-level planning involved. Of course, many of these functions must occur at lower levels as well. But, for them to all work together requires state-level planning and coordination. For NG9-1-1, state-level services are likely to include “border control functions” and core services like security, access control, identity management and some degree of call record/logging; emergency call and data routing functions, including emergency service routing proxies, business rules databases and related functions, location to service translation (LoST) servers, and related soft or IP switches and automatic call distribution; and, a location validation function.  State level services will also include some hosted, managed services.

Many of the above will be shared with other emergency organizations, and governed in conjunction with them.  

3.4  REQUIREMENTS AND STATE-LEVEL PLANNING 

The above modeling is supported by a great deal of “system requirements” work being conducted by a variety of industry-based organizations. That includes the USDOT project. Within that effort, their “NG9-1-1 System Description and Requirements” document sets out “. . . top-level functional requirements, identifies capability use cases, and specifies enterprise-wide requirements” for Next Generation migration.
 The above functions, as requirements, are described in greater detail in this document. Beyond those, we have state-level service functions for supporting and sharing information with other organizations involved in emergency response. Poison control, emergency management and emergency notification, and telecommunications relay services are but a few examples.
 

4. The Content of ANGEN and ANGEN9-1-1
4.1  Overall Characteristics of Our Next Generation Plan
The Alabama Next Generation Emergency Network (ANGEN)
 seeks to establish a comprehensive Next Generation Network supporting 9-1-1 and other emergency services.  By using technologies that are tried and proven in the commercial sector, we hope to gain many

of the benefits that have been realized by businesses when transitioning from proprietary and often hardware-based legacy systems to software-based systems using Internet Protocol and industry-based standards. 
The primary focus of the state 9-1-1 program will continue to be its customers: the public.  With this next generation plan we intend to provide better emergency outcomes for the public, with improved capabilities, and reduced costs.  We desire to provide a standard level of service statewide, which means our plan is being designed to provide special assistance small and rural agencies.
We need to allow the public (including persons with disabilities) to communicate with us in all the commercial ways they communicate today.  We need to get better information to 9-1-1 and emergency responders; responders will decide what information they want and when.  Our focus is on information delivery; actual response will remain under control of the parties who control it today – primarily local authorities.  

In the future, the system must handle 9-1-1 calls from any device capable of accessing the ANGEN 9-1-1 system, as well as multi-media calls. The new system must increase the effectiveness of 9-1-1 call handling and response.  It must also drastically reduce or eliminate single points of failure in its design and implementation.  Each of Alabama’s 120 PSAPs will have the opportunity to connect to and be served by the new network.  It will accommodate current and future technologies such as instant messaging, text messaging, video, teleconference, IP radio, map data, telematics, real-time data and other such technologies or applications as they are made available.

Technically, the focus of our plan is “on the middle”, on network-centric software solutions that benefit all ECDs and emergency response agencies, using a redundant, diverse network, rather than the traditional PSAP by PSAP approach to upgrading.  For this project, we have “drawn a line at the outside edge of each PSAP”.   Our plan will provide for upgrading the small and poorer agencies up front to avoid the “lingerers” we experienced in achieving E9-1-1 Phase 2 compliance, and we will have interfaces to legacy systems for those that do not upgrade right away.  Some of the benefits that we believe our plan will provide include:

• 
Increased reliability and resiliency
• 
Flexibility to accommodate changing requirements

• 
Ability to easily integrate new technology 

· Ability to accept and share new information sources from other agencies and private sources
• 
Ability to easily extract management information from the system

• 
Improve public safety for the citizens of and visitors to Alabama
• 
Equalize service across Alabama, increasing functionality and capabilities for all Public Safety Answering Points (PSAPs)

• 
Improve call transfer functionality

• 
Improve communications between PSAPs

• 
Facilitate transfer of GIS and other data among agencies and with private sector 

• 
Provide a cost effective means of PSAP backup and fail over (call rerouting)

• 
Facilitate a cooperative project initiative involving all stakeholders

• 
Emphasize sharing of information across that promotes true system-wide interoperability from call delivery through event dispatch and the completion of response.
· Minimize the period during which we will have to pay for two systems

4.2  Architecture and Backbone

4.2.1  System architecture

The Plan starts with a coherent analysis and architecture for the overall emergency communication services eco-system (what we call a “virtual enterprise”) of the hundreds of emergency organizations in the state.  Our proposal is based on planning for “all-hazards” response with all organizations that are involved in emergencies, not just 9-1-1.  Our goal is overall systemic outcome improvement for the public and efficiencies in service delivery (as opposed to merely improving the functioning of 9-1-1).   Our Next Generation approach to emergency information and communications technology means we: 

· adopt an “everything over Internet Protocol” and open architecture approach; 

· focus on industry-based, open standards development and use;

· focus not on individual agencies (the “end points”), but on the “middle”, the network-centric applications that can enable all appropriate organizations to be more informed, interoperable and situationally aware;  

· link legacy systems, instead of forcing agencies to buy all new systems;

· focus on broadband, and the Application (IP) Layers, rather than only on transport;
· focus specifically on managed, shared services that do not require major capital investment or sophisticated IT staffing by the mostly small agencies that make up this virtual enterprise.  


Our plan calls for a shared, statewide wired and wireless private IP backbone network for all emergency response activities, including wireless backhaul.  We do not propose to build our own, but instead to build it from existing public sector networks, and/or commercial carriers with appropriate quality of service levels and reliability.  We intend to develop links to a shared national emergency network backbone, and to similar state networks of our neighbors.  We are not addressing wireless broadband in our plan because that is addressed in other proceedings and projects.
  However, our plan would help support it whether commercial or public safety services are used.  It will be important that every emergency agency have redundant broadband connections to this backbone.  
The following is a simple diagram of the Alabama Next Generation Emergency Network we propose to share with the other agencies in the state.  This shows 9-1-1 as one of many nodes on the state emergency network.  Within the 9-1-1 domain there are many features that will be explored later in this report.  A critical feature of the architecture shown is the separation of shared services and core services from individual agencies.  These are efficiently provided on a network-centric basis.  They will have standardized structure and queries so they can be accessed by any authorized parties


[image: image4.emf]Model Alabama NextGen Emergency Network


In this diagram, the wide variety of organizations and data sources linked by a shared ESINet (“State Backbone Network”), have access through it to some enterprise services.  The core services shown are an agency locator service (“EPAD”), and Identity management/Access control (IM/AC).  Two of many possible shared services are shown: Radio over Internet Protocol for achieving voice interoperability among different systems, and an Intelligent Message Broker for routing messages.
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This diagram is drawn from the statewide Next Generation plan developed by Texas 9-1-1.  It demonstrates another view of the scope of the ANGEN.  

4.2.2  Bandwidth Requirements

The state broadband IP backbone for ANGEN needs to meet a variety of size, reliability and related factors.  To size our network we will aggregate the needs of 9-1-1 and the other safety professions, using the tables shown below.  Table 1 shows Critical Applications and their characteristics. Using QoS as the criteria, public safety applications are the most demanding since they require a higher QoS for a majority of their applications. QoS for these applications range from 3 to 5; with 5 being the highest QoS.

	Table  AUTONUMOUT   Critical Applications on ANGEN & their Characteristics 


	Agency/Dept.
	Application
	Typical

File-size
	Desired Data-rate during Heavy Use Busy Hour

	
	Name
	QoS
	
	

	9-1-1
Dispatch
Emergency Mgmt

Fire Services

Healthcare

Other


	e.g. CAD/RMS
	
	MB or Interactive
	

	
	e.g. Online training
	
	
	

	
	e.g. voice delivery
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Sub-Critical ANGEN Applications and their characteristics are provided in Table 2 below. These have a lower QoS since packets associated with these applications need not travel with the same urgency over ANGEN as those related to the critical ones.

	Table  AUTONUMOUT   Sub-Critical ANGEN Applications & their Characteristics 


	Agency/Dept.
	Application
	Typical

File-size
	Desired Data-rate during Heavy Use Busy Hour

	
	Name
	QoS
	
	

	E911-Data
	GIS Mapping
	3
	
	

	
	Orthophoto
	2
	
	

	
	E911 Enterprise
	5
	
	

	
	Message/Email/Notification
	3
	
	

	Emergency Mgmt
	Online Training (video)
	3
	
	

	
	Email/Chat
	3
	
	

	
	Resource Mgt/Fire Reports (web)
	2
	
	

	
	Streaming Video (per Node)
	4
	
	

	
	Virtual Alabama
	3
	
	

	
	Images, Building, HAZMAT layouts
	3
	
	


We will also review the different reliability needs of the various users of the network using the following form.  

	Table  AUTONUMOUT   ANGEN Requirements for RELIABILITY/AVAILABILITY

	PUBLIC SAFETY AGENCY/DEPARTMENT NAME
	Reliability/Availability & Downtimes

	9-1-1
	( E911 - 5-9’s, meaning: 

    - 99.999% Available or Uptime
    - Per year Downtime of 5Minutes & 15Seconds

	DHS
	( 5-9’s, meaning:

    - 99.999% Available or Uptime 

    - Per year Downtime of 5Minutes & 15Seconds

	Other
	( 4-9’s, meaning: 

    - 99.99% Available or Uptime 

    - Per year Downtime of 52Minutes & 33Seconds

	Other
	( 3-9’s, meaning:

    - 99.9% Available or Uptime 

    - Per year Downtime of 8Hours & 46Minutes 

	Court Arraignment
	( 4-9’s, meaning:* 

    - 99.99% Available or Uptime 

    - Per year Downtime of 52Minutes & 33Seconds


We will estimate levels and validate them with specific agencies.


4.2.3  Network Management Functions

Our expectation is that 9-1-1 will be one of a group of agencies that will contract with an entity to be the ANGEN Network Manager.  The manager will assemble the network and provide the software applications for managing the transport layer for all emergency agencies.  It will also have responsibility for ensuring that a number of network-centric application layer services are hosted and function properly.  These fall into a variety of categories, each of which is discussed below.

· Core Services -- network-centric software services that are used by all participants in ANGEN (e.g. access control; agency locator registry; identity management)
· Network management shared services – services that many agencies may use such as one or more intelligent message brokers, logging, data transformation
· Shared services – hosted applications offered through the network and shared with many but not all agencies and that perform functions (e.g. GIS) that have traditionally been provided on site at specific agencies 
· Domain specific hosted services -- hosted applications offered through the network for the use of a single safety domain (e.g. 9-1-1) that perform functions (e.g. CAD) that have traditionally been provided on site at a specific agency
To the extent that standards have been developed for all of part of these services by the NENA NG process and/or other emergency standards setting organizations (e.g. IETF, OASIS, Open Geospatial Consortium), we will require compliance with those.  To the extent that standards have not been developed, we will support the use of Alabama as a site for developing them.

4.3  ANGEN Core Services



4.3.1  The Concept of Core Services 

There are some network-based software service functions that will be unique to 9-1-1.  Others which are critical to 9-1-1 will be shared by some (“shared services”) or all emergency response agencies (“core services”).  Core services are network-centric software services which are essential to the operation of the ESInet(s) like ANGEN. They are key parts of a service oriented architecture that enable software applications to intelligently manage and control IP-based processes. At the time of this writing, standards and/or requirements for many ESInet core services are incomplete. We intend for Alabama to be one of the first states to deploy core services and lead in their standardization.  
For example, there is today no shared “Yellow Pages” registration system for emergency organizations, enabling routing of incident information to the appropriate participants in the right geographic areas from the safety eco-system
 (by analogy, what is the “zip code area” for notifying others of the incident).  Nor are there standards supporting a federated system of these “agency locator” services (the equivalent of DNS servers for email: .com, .net, .gov etc.); therefore every sender of emergency messages needs to know and keep up to date its own list of the recipient organizations, and how to send data to them.  This almost guarantees incompleteness, inaccuracy, and inefficiency.

In the same way, to ensure security there need to be, but we lack, standardized and federated organizational access control and identity management services across all the emergency response domains; and standards for them.  These would record information rights policies, enabling the organizations registered in the sister locator services to know which ones are allowed to send and receive emergency information, or that they are who they assert they are in electronic communications.  Instead, this information resides in individual systems, or we substitute for it by having restricted access networks, thus creating silos by agency, jurisdiction or domain.  We plan to create and/or use the first reference models of two key shared interoperability enabling “core services”; both need to become national standards to allow federation.   



4.3.2.1  Agency Locator, Access Control and Identity Management

The agency locator core service is a GIS-based registry of organizations involved in emergencies used for routing/sharing of information about incidents of all magnitudes among local, state, federal and private entities responsible for emergency response – the emergency equivalent of Domain Name Servers.  
The access control core service is a GIS-based “rule book” where the organizations registered above are given appropriate authorizations to send and receive emergency information.  These policy decisions are made by the appropriate governmental body (local, tribal, state or federal) for the incident type and geography involved.  Identity rights management and related security services support Access Control.  

These core services have been designed for registration by the traditional public safety responder professions (9-1-1, police, fire, EMS), other emergency response professions, agencies and NGOs (e.g. emergency management, hospitals/trauma centers, public health, Red Cross, poison control, mental health, and other “N-1-1” entities), government emergency support professions (e.g. transportation, public works, IT, schools), critical infrastructure providers, the media (especially public broadcasting), and other relevant participants (e.g. the Chamber of Commerce).  
Policy rule sets are developed by the appropriate emergency decision making entities (local, state and federal) using a Policy Editor and are stored in the Access Control core service for the ESRP and other message brokers and systems to fetch. At the time of this writing, standards and/or requirements for the provisioning of policy rule sets to the Policy Store have not been developed. The Policy Editor may be a local application or a remote web browser interface. It is anticipated that a standardized Access Control core service containing a Policy Store with policy editing services will service Alabama agencies.  In the future this may be offered by multiple providers.  Until the requirements for Policy Editors and the service is available, the initial deployment of the PRF is expected to act on a minimal number of policy rule sets, without policy editing services.
There are functions within these core services that serve very specific 9-1-1 needs.  These are described in Appendix A.  


4.3.3  Other Core Services

Our plan also calls for auditing, intrusion, and other network management and security core services. 

4
.4  Shared Managed Services to Support the Network

There are a variety of services which have traditionally been provided within individual agencies.  Agencies with smaller budgets have often been unable to afford them.  At the same time, for those agencies that can afford them, interoperability is generally made impossible.   ANGEN will provide a number of these services as optional network centric services for some or all of the ANGEN participants.  These could include those discussed below.  


4.4.1  Logging Service 

Current logging service is limited to the recording of voice only, and is usually done agency by agency.  Some smaller agencies have outdated systems due to cost.  The NG9-1-1 logging service must be capable of logging voice, text, images, video and other data. The logging service is primarily a web service provided on the state level ESInet. All significant steps in processing a call and its associated media are logged.  Emergency agencies and/or regional ESInets may acquire their own logging service and may have different internal interfaces. However, each instance of the service is required to have connections to the service on the state level ESInet and support the standard external logging interface for retrieval of logged events. The logging services log external events, internal events, media and messages. Play back service is provided for recorded media streams. Recorded media streams include integral time reference data within the stream. Time stamps must be synchronized across all logging services. Retrieval of data by other PSAPs, 9-1-1 entities or emergency services agencies is determined by the policy of the PSAP/9-1-1 entity that provides the logging service.



4.4.2  Intelligent Message Broker

It is neither practical nor desirable to have a single message brokering system.  The value of standards is that a multiplicity of middleware and end point systems can be supported, encouraging innovation and cost competition.  But to get interoperable messaging going quickly and provide a friendly innovation test bed, we plan to provide and host default middleware for intelligent message brokering (IMB), security, and use of (and auditing of compliance with) agency location, access control and other core services.
  

An IMB will access the agency locator and Access Control core services to determine rules and policies for information distribution.  It will enforce those policies.  By merely registering for the incident/message type in the agency locator service, ANGEN participants would be able to easily gain event notification services.  They could exchange and share information. Where information is known to exist (e.g., a database) and is readily available, consumers will request the information from the producer when they need it. In other cases, the information a producer wishes to make available may not be known or available in advance. The producer will push out the information, which may be location-sensitive, as it becomes available (e.g., hazmat alerts). In addition to the familiar emergency events, the term “event” includes changes in the internal state of resources, inter-agency advisories, process workflow triggers, news feed items, weather, traffic and hazmat alerts and others.

The following are examples of event notifications for which agencies can register in the agency locator service:

· Distant agencies (e.g. Departments of Homeland Security) could register to be notified when incidents occur that may trigger a specialized response (e.g. pattern analysis).

· Any emergency agency, including PSAPs, could register to receive Amber Alerts and other alerts and warnings, but only those relevant to its jurisdiction.

· An Integrated Transportation System could send a closed road advisory to any organizations that want it, including Emergency Operations Centers, EMS, police and others that drive.

· A PSAP could get notified that a Computer Aided Dispatch system came back into service; or have its Mutual Aid listings updated by dispatch of a neighbor’s vehicle.
The initial deployment of this service is expected to be limited to notifications of the internal state of resources. In order to facilitate policy based routing, the PRF must have knowledge of the state of ESInet resources. In other words, the state of a PSAP is necessary in order for the PRF to perform PSAP routing contingency plans.


4.4.3
Data Transformation

It is highly desirable for the agencies to develop interfaces between their customer premises applications to national and international standards, but that may take some time, and in some cases standards don’t yet exist.  Indeed, even where message standards exist (e.g. OASIS EDXL messages), the taxonomy has often not been standardized.  Therefore we propose to have a hosted data transformation service available through ANGEN, providing service to the various agencies.
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This shows how standardized messages are routed and managed to and from the agencies (in blue) by intelligent message brokers (in gray), accessing core services (in red), using industry-based standards (two OASIS standards shown).   


4.5  ANGEN Network-centric Enterprise Services 

4.5.1  ANGEN Border Control Function (BCF)

The Border Control Function acts as the security clearinghouse for the ESInet for all incoming calls and data. It is an outer defensive perimeter to prevent deliberate and malicious attacks on emergency agencies, including PSAPs. In addition to firewalls, the BCF exerts control over the signaling and the media streams involved in setting up, conducting, and tearing down calls. Although IP networks are managed, it should not be assumed they are secure. As such, it is expected that every ESInet will deploy a BCF at its edge and firewalls will be deployed at the edge of every emergency agency.  However, the state level BCF is expected to be the most robust with large amounts of IP bandwidth between the sources of call and the PSAPs.


4.5.2  ANGEN Database Services

ANGEN databases will be called upon to deliver meaningful information, such as call and data routing information and business rules/policies. The database architecture must be functional, scalable, highly available, and have low latency. To enable data storage and information sharing across jurisdictional boundaries, the database architecture must support an interoperable hierarchical network of databases that aggregate and consolidate data from emergency entities and their local sources. To achieve high availability and complete disaster recovery, the database architecture assumes maximum system uptime through redundancy, replication and no single point of failure. Data storage and acquisition must be secured through Identity and Access Management (IdAM) - authentication, credentialing, authorization and entity management services to establish a trusted identity and various access control mechanisms.  (See Access Control core service).  

4.5.3  Geographic Information Systems (GIS)

Data standards and/or requirements for the maintenance and management of geospatial data used by the ECRF and LVF have not been fully developed.  This is also true for broader GIS standards, although many have been developed.
  However, GIS is defined as the base database for Next Generation EICT, where all location related data is derived. The mechanism that replicates layers from the GIS to external database is standardized and will be used to provision geospatial data to the ECRF/LVF core service provisioning interface. The layer replication mechanism is vendor neutral and includes mechanisms to communicate changes in a layer.  Additionally, NENA i3 standard requires the following GIS layers be standardized:

· GIS data fields that corresponds to the Presence Information Data

Format – Location Objects (PIDF-LO), location information in IETF

format;

· PSAP service boundary;

· 9-1-1 entity service boundary; and

· Service boundaries corresponding to local response agencies such as

law enforcement, fire, and emergency medical services.

All emergency entities will be required to enter their jurisdictional and other GIS attributes in the agency locator core services for ECRF/LVF and other functions, and keep them up to date.  The operator(s) of the core services will use procedures to locate inaccuracies, data gaps and the like.  These will include a suite of GIS web services, which at a minimum, will cover the:
• 
receipt and integration of geospatial data from each emergency entity’s GIS;

• 
quality assurance on the data to meet accuracy standards;

• 
facilitate and coordinate resolution of conflicting geospatial data sets;

• 
timely export of the geospatial data on a permission basis; and

• 
dynamic (real time) changes to routing geospatial data, and its export.


4.6  ANGEN Legacy Gateways

A wide variety of agencies have non-IP communications systems (wireless, telephone, etc).  To achieve interoperability, every agency will need to have one or more gateways to convert these legacy systems to IP, and to register those channels in the agency locator core service.

9-1-1 has a special version of these.  Placed logically outside the ESInet, the Legacy Network Gateway converts legacy wireline/wireless 9-1-1 calls from analog into SIP, attaches the caller’s location information and presents the call to the ESInet. At the time of this writing, standards and/or requirements for the Legacy Network Gateways are incomplete. However, it is anticipated that the pre-processing of legacy calls allow for all calls to be processed in the same manner within the ESInet. The legacy carriers will be responsible for transporting the calls to the interconnection point at the Legacy Network Gateway. The interconnection points will be designated by SCC9-1-1 for 9-1-1 calls.  The Legacy Network Gateway is responsible for obtaining the caller’s location information from the LIS that logically replaces ALI databases and forwarding the call onward to the ESInet.
It is envisioned that existing selective routers will provide aggregation and transport services for the 9-1-1 calls from the central offices to the Legacy Network Gateways, for those carriers who require the service. It is anticipated that initially, carriers using the Legacy Network Gateways may not deploy Location Information Servers. As such, the location information for legacy circuit switched 9-1-1 calls will have to be obtained from ALI databases.

4.7 Shared Managed, Hosted Services to Provide Agency Functions


4.7.1  The Concept
We are very concerned that we deliver modern ICT rapidly to the full breadth of the emergency response system, including the small, often rural, agencies that are too often left behind.  Therefore we will work with national safety organizations and vendors to develop and deploy a new technology option: managed, shared and hosted services that do not require major capital investment or sophisticated IT staffing by the small safety agencies. 
  This approach will show how broadband can close the digital divide in safety, as in other areas.  
Our plan places priority on a handful of such services.  In essence we are incentivizing the creation of a market for this approach.  Companies already have the most of the software products we describe.  What they have not generally done is make those web-enabled so they can be accessed off premises in volume.  Alabama has already taken the lead in the area of situational awareness with Virtual Alabama.



4.7.2  Specific Management Services

Our priorities for hosted services include:

· Next Generation 9-1-1 “call” handling for PSAPs (IP based voice, text and video)
· Computer aided dispatch: police, fire and EMS.
  This could include decision support tools (e.g., upgraded emergency medical dispatch software)

· Data Management System. 

· Interactive alerting/public warning.  There is today a multiplicity of use-built, “stove pipe” warning systems.  They need to be linked, not replaced.  The way to do that is with common message standards and shared core services, not building new systems or stand-alone, limited use products.  Our plan will create the ability to reach the public and vice versa both through social networks of all kinds, and more formally through established agencies, services, warning/alerting businesses, the media, and employers  We need to connect official sources authorized to issue alerts about every hazard, for every area to any and all systems of communication in use by the public
, and offer the public at least one attractive messaging service for personal emergency use as well as communications to and from government entities
, and among emergency organizations.
 A simple application to send and receive standardized data messages will be provided along with the Virtual Alabama situational awareness application for small and volunteer agencies.

· We will enrich Virtual Alabama with new layers of information available from 9-1-1, and extend it to new users.  
· We will seek public broadcasting as our partners so that we can take advantage of the trusted and ubiquitous public broadcasting system and all its digital assets as both part of the initial alerting process, and then afterwards as a public destination and distribution system for information after initial alerts.  
We will rapidly undertake a process to confirm the detailed Next Generation requirements that have already been prepared by diverse practitioner groups for most of these services, and then issue rapid response RSPs (“requests for service provision”).  This will likely be done in conjunction with national safety organizations, and/or with similar state groups.


4.7.3  Manner of Offering Services


The above applications and services need to be hosted and offered as managed services on a subscription basis to provide them easily to small and rural agencies.  They need to be managed in secure, reliable and sophisticated platforms that also offer agency customers service and billing functions.   Appropriate subscription fees can and should be charged.
  Each of these components must be architecturally independent so any application using the designated standards can be interoperable with them.  Each will be able to initiate and process information using the DHS-sponsored international OASIS CAP and OASIS EDXL family of emergency messaging standards
, along with other standardized data dictionaries and forms (e.g. National Information Exchange Model).   


Participating agencies will not be required to use these managed services.  They will be free to use legacy systems and acquire new ones of their choosing, as long as they:

· Convert voice and data communications to the outside world into Internet Protocol;

· Connect redundantly to Internet Protocol broadband networks, ideally backbone networks shared with other emergency organizations; and
· Ensure their legacy and new applications and systems interface to the standards.

5.  NG9-1-1 Training Requirements

Without proper training, all this new technology will bring few benefits.  Thus, we must identify the type and content of current and future standardized training needs for communicators and the delivery method for that training.


5.1 INTRODUCTION

The transition to Next Generation 9-1-1 (NG911) technology for our PSAPs will significantly impact the need for new, additional and continuing training of the Public Safety communicator, often known as a “Dispatcher”.  As updated technology is deployed, PSAPs will begin to receive the transmission of voice, text, images, acoustics and other data types (such as telemetry for crash or medical information) that will very quickly overload communicators and Centers unless our communicators are trained on how to interpret and analyze the multiple streams of information into a cohesive “picture” and then be able to respond to that finished intelligence by disseminating it back to our responders and citizens, maintaining the same accuracy and timeliness standards that exist today.  

The development of a network that connects our PSAPs throughout the entire State provides an opportunity to ensure that personnel receive the standardized training they need.  To ensure that training is consistent, one of the first steps to be accomplished would be for the State to adopt, perhaps even legislate, a standard.  Without a state driven or legislated standard, at least for the basic skills needed by a communicator, training would very quickly become a many headed beast with different messages being sent depending upon where the training was and who was instructing.  

There are multiple ways to deliver the proper training.  Regional or State Academies, such as used by law enforcement and Fire could be utilized or agency specific training as seen most commonly today.  Probably one of the most cost effective and all encompassing methods to utilize is E-learning and PSAP connectivity throughout the State would provide this opportunity.  However, a Training Center to provide E-Learning would still be required to perform as a repository for course material.  An Academy classroom approach would still be appropriate to provide basic skill sets, hands-on with equipment and direct exposure to some subject matter experts (SME).

E-Learning is to classroom learning as cell phones are to a pay phone.  For instance, e-learning allows you to learn anywhere and usually at any time as long as you have a properly configured computer.  Cell phones allow you to communicate any time and usually anywhere as long as you have a properly configured phone.  It can be CD-ROM or network based.  It can include text, video, audio, animation and virtual environments.  E-learning is self-paced hands-on learning that can even surpass the level of training you might receive in a crowded classroom.  At the very least, it is consistent in its message.  There are several obvious benefits to e-learning such as flexibility and cost savings from not having to travel or spend excess time away from work.  There are other less obvious benefits as well; including less expensive to produce, self-paced, faster than traditional training, classes updated easily, etc.


5.2  TRAINING RECOMMENDATIONS


We recommend the following policies:

1. Appoint or formerly identify a statewide 9-1-1 Coordinator and provide them with the authority and responsibility that will allow this initiative and others to move forward.  The Coordinator would work with a Board, created and organized much like the State Wireless Board that would provide oversight. 

2. Establish a committee of representatives from the participating Emergency Communication Districts, State Association Chapters representing the career disciplines, traditional and non-traditional agencies that now participate in the emergency service arena and Secondary Education Institutes to identify appropriate training and standards and recommend their findings to the State Coordinator for adoption.

3. Assist in investigating and recommending appropriate software to deliver e-learning through the statewide network for use by member agencies to the Coordinator.

4. Assist the Coordinator in determining the topology of the statewide network to ensure that connectivity and bandwidth necessary to conduct e-learning will be part of the infrastructure of the NG network.

5. Assist the coordinator in placing legislated standards into place for certifying public safety communicators.  This will ensure that communicators (call takers and dispatchers) are credentialed as required for the public safety responders we work with and support.

6.  Governance and Business Rules: Best Practices


6.1 Introduction


 The Alabama ANGEN environment will differ considerably from the current 9-1-1 and emergency response environment. The changes are not limited to standards and technology. They include the governance, management and operation of the system and the delivery of services. The changes affect the entire 9-1-1 community, including the general public and other emergency services. The planning and transition to ANGEN will be an extensive, multi-year effort.   Conceptually, transition will begin with build-out of IP networks to and between the emergency agencies, followed by the implementation of the applications that provide next generation functionality.

Most of the discussion of the previous sections is about technology.  By itself it accomplishes nothing.  It enables the application of sophisticated policy options and implementation.  Some of those are electronic implementation of current policies and processes.  Some are new ones, enabled by the new technologies.  In addition, new governance and financial structures are required to manage the new network, core and shared services. 


For clarity, we call “system governance” the structures and policies that govern ownership and control of elements of ANGEN, including the representation of agencies.

We call “operations governance” the policy decisions, processes and business rules affecting the day to day use of the networks and applications.  


6.2  Mechanisms for System Governance 
As there are several aspects to the ANGEN System, there will need to be several governance bodies and processes.  



6.2.1  Local Control of Emergency Response Operations

Discussions here of a state agency and state authority only relate to communications and information technology systems.  Authority over emergency response operations will remain where it is today, primarily local.  In order to fully use the ANGEN system, local authorities will need to enter their policies about information sharing and access control in the core services, i.e. what agencies can send and receive what kinds of information in each kind of incident within that locality?  



6.2.2  Overall State Coordination and Network Management

There needs to be a single agency charged with managing the ANGEN.  It needs to be advised by a representative body of emergency professions, which needs to include 9-1-1.  This can be a new non-profit organization or a designated agency of state government.  We recommend the latter, and suggest this be addressed by the Governor and State Legislature.  Until this is accomplished, the same functions can be performed in temporary ways.  For example, the state Department of Homeland Security can perform this function on an interim basis.  This entity will be responsible for: 

· the creation, contracting and management of the ANGEN, serving all of Alabama’s emergency response agencies.  It will lease transport capacity from carriers, ISPs and other parties with networks.  
· deploying and managing network centric core services (those used by all agencies), such as agency locator, access control, identity management.
· working with the various agencies to develop best practices related to interoperability, information sharing, use of the NG systems, and operational governance. 


6.2.3  State 9-1-1 Board 
There needs to be an entity that speaks for the state ECDs, for 9-1-1, in all these governance matters, and that handles those 9-1-1 policies which must be done at the state level.  We call this the State 9-1-1 Board (9-1-1 Board).  Each emergency profession needs its own version of this as well.  We recommend that the State Legislature reform the state 9-1-1 law to expand the responsibilities of the current Wireless 9-1-1 Board to include all of 9-1-1.  
This body should make policy for 9-1-1 related to support and backup (rollover of calls to other PSAPs), training, line of business services and so on.  This group will set the requirements and terms for hosted line of business services offered to PSAPs.  It will present 9-1-1’s capacity and other requirements to ANGEN.  On an interim basis, the State DHS will perform these functions as the designated statewide 9-1-1 entity.      
The 9-1-1 Board should have a paid Executive Director and other staff as needed and appropriate.   At this time, we do not recommend that the Board have the authority to set standards for telecommunicators.
9-1-1 Board (and its equivalents from the other professions) and the board of ANGEN will be the planning and implementation coordinating bodies for the deployment and operation of the Alabama Next Generation system.  Therefore Alabama is aligned with the proposed federal regulation for the E9-1-1 Grant Program authorized under the Ensuring Needed Help Arrives Near Callers Employing 9-1-1 (ENHANCE 911) Act of 2004, which “permit only States to apply for grant funds on behalf of all eligible entities located within their borders.”

Furthermore, Alabama will be positioned to coordinate with the E9-1-1 Implementation Coordination Office (ICO), created by the ENHANCE 911 Act of 2004, in creating the National Plan for the transition to an IP-enabled emergency communications network.


6.2.3  Future System Governance Issues

The roles and responsibilities of 9-1-1 and emergency stakeholders from PSAPs to state government will likely evolve as ANGEN and ANGEN9-1-1 mature. The state coordinating and governing committees will facilitate the definition of roles and responsibilities of local, regional and state government through stakeholder involvement. This will ensure an effective and seamless deployment and operation of ANGEN, and provide guidance and accountability.  The ANGEN System will be a shared system comprised of multiple systems and components funded by disparate sources, of which 9-1-1 is one of several emergency services. We intend to help adopt a fair share methodology of cost allocation, based on population, amongst the 9-1-1 entities. The same cost allocation methodology is also applicable to other emergency services sharing the system with 9-1-1. This enables economies of scale that will enable parity of emergency services capabilities, interoperability, increased efficiency or cost savings within all aspects of emergency communications.  The existing legal and regulatory environment will also have to change. Existing laws and regulations will be reviewed and revised to allow for 1) architecture and technology neutrality; 2) the delivery of new services by non-Local Exchange Carrier service providers or service providers with new technologies; 3) the extension of liability protection laws to current and future service providers; and 3) the alignment of new service arrangements, costs and funding mechanisms with ANGEN. With the availability of more data associated with emergency victims, the confidentiality of personally identifiable information (PII) will have to be examined and protected. 


6.3  Needed Changes to State Law and Regulations


As noted above, changes in state law will be required to change the current Wireless 9-1-1 Board into an overall 9-1-1 Board, and to establish the governance of ANGEN.
6.4  Operations Governance

The most immediate area for application of Operations Governance is the policies regarding core services.
  Core services and policy editors are simply software tools.  They don’t make policy decisions.  They need to be populated by decisions of appropriate government authorities at each level of government.  For example, while only the President or his designee will have the right to send out a national alert message about a threat to life, a Mayor has that right for his or her jurisdiction, his or her city.   Some messages may have mandatory distribution with some parties, many will be permissive.  The emergency response community does not now have policies and rules to govern an interoperable, integrated, modern system of information sharing -- in other words the policies and rules to record in the access control core services.  Some rights rules exist in some forms (e.g. what official may send out a public health alert for the county, and who may receive one).  

We intend to jump start this process by develop an all-domains, all hazards, all levels of government demonstration program for best practices for registering organizations and rights policies
in the core services, and having legacy messaging systems interact with them. 
  We will also develop models for managing core services and other network features.   

7.  Economics and Outcomes


Our plan will develop serious, end to end data on costs and benefits of next generation emergency ICT.  Our focus will be on 9-1-1, but we hope broader efforts will be undertaken for the whole emergency response community, with which we will cooperate.  We will encourage this study by a consortium of academic and other experts in the fields of ICT and emergency response.  

These questions are usually asked separately of each emergency profession (e.g. 9-1-1, fire, public health), and usually assumes (sadly, but correctly) that each agency in that profession is a stand-alone unit -- resulting in excessive costs and likely a lack of interoperability.  We have over 1,000 separate emergency related organizations in Alabama.  Our plan is premised on the assumption that we approach the emergency response eco-system as a secure “virtual safety enterprise”, based on “everything over IP” backbone networks, using open, service-oriented, network-centric architecture, and industry standards-based communications.  We cannot change the diverse nature of emergency response, but state, federal and local governments need to measure total cost of ownership on a virtual enterprise basis, and aggregate costs and benefits that way.  


We will start with the following:

· What do our systems cost today and what are the likely savings areas?
· What are the total costs of ownership of the NG emergency ICT system we are recommending (capital and operating costs)?
· What are the costs and the timeframes to make the transition from a disparate collection of embedded legacy systems to an integrated and coordinated multi-jurisdictional and nationwide emergency response system?
· What are the benefits of that new system?
· Economics

· Service of delivery
· Develop methodology and metrics

· Develop research agenda/requirements for projects

We will encourage academic efforts to measure both costs (capital and operations) and offsetting benefits (e.g. the savings from not entering the same emergency data four or five times per incident; the savings from reduced deaths and morbidity; the benefits of safer responders and fewer liability-creating errors; the savings from sharing costs with larger pools of users).  The important investments that must be made in training and research if the benefits of the technology are to be realized need to be included in costs.  

Using the metrics identified above, the costs to deploy, train, and operate as well as the targeted performance measurements for new next generation system will be developed and compared to the baseline measurement of today’s legacy systems.

Finally, we need to ask is it better to quickly transition to a common technology base for all emergency responders by immediately exchanging today’s infrastructure for common and compatible systems, and accelerating the adoption and installation of an integrated system and communication solution, as we suspect?  Or, is it better to migrate over a period of time so that maximum value can be derived from the investment sunk in today’s infrastructure and use a piecemeal approach to new system installation and integration?  What are the costs of the transitional approaches, both in terms of capital and operating expenditures, and in terms of the cost to society in lives and property for an extended adoption period?

To answer this last question, we need to identify and quantify the benefits, beyond a reduced cost of ownership, that are expected to accrue to society as a result of having an integrated and coordinated approach to emergency response.  Initially, these benefits appear to include, among others, disaster planning coordination, faster response times, reductions in fatalities and serious injury, preservation of property, and the application of appropriate resources when and where they are needed.
Beyond the extensive data collection and analysis, and beyond answering the four questions raised earlier, which address the comparative costs and benefits of old and new systems, we should also examine the societal costs of deploying or not deploying ANGEN.  

8. RESOURCES AND TIMELINE

8.1 General 

This section includes the resources required to implement the plan, such as staff, non-staff expertise, and funding priorities.  It is focused on the overall state-level 9-1-1 program function and not a specific implementation project. 
The ANGEN9-1-1 program needs dedicated staffing in project management, technology, policy development and financial management.  In the near term we plan to obtain these skills from consultants using funds from federal grants and state 9-1-1 fees.  Ultimately, the state 9-1-1 Board will have its own staff.  
Funding and funding allocation are essential considerations. First, it will be necessary to assure adequate internal funding to implement the plan. If additional funding is needed, but not available, it may be important to scrutinize the program’s operational budget and reprioritize or redirect internal program funds. Second, allocation of funding to counties or PSAPs may need to be re-prioritized to meet the plan’s goals, for example, prioritization of funding for migration to NG9-1-1 rather a continuation of funding for legacy 9-1-1 system components. Third, the state’s funding mechanism(s) may need to be reconsidered to assure adequate funding to implement the plan. 


8.2  Costs 


8.2.1  Capital costs


Our primary capital costs for ANGEN9-1-1 will be in the following areas.  We are scoping those expenses through consultations with potential vendors now.

· Network backbone: the 9-1-1 share of the state ANGEN backbone
· Core services: the 9-1-1 share of registry and access control, identity management, “border control” and other core services
· Managed, hosted services (the overall contribution to start up of these services which will be supported by agency subscriptions going forward)

· Call handling

· CAD

· Databases

· Situational awareness (Virtual Alabama)

· Individual PSAP costs for connections to the backbone, interfaces, and related transition costs

· Education and training
· Staffing and consulting for the establishment of ANGEN9-1-1
· Other
8.2.2  Recurring costs

We are developing estimates for recurring statewide costs and those of individual PSAPs.  
8.3 Sources of funds
8.3.1 Current State and Local Sources


PSAPs in Alabama currently pay $4-5 million annually for network access.  The Alabama Wireless Board currently spends $4-5 million annually on network costs.  Carriers spend additional amounts and are reimbursed for some of their costs (which we expect to be reduced by reducing the number of connections they will need to make to PSAPs.  Thus we have around $10 million annually to contribute to the backbone and core services.  This will count toward the match for new federal grants.  

8.3.2  DOC/DOT 9-1-1 grant: amount and timing

We expect between $600,000 and $1 million from the grant program of the recently passed New and Emerging Technologies 911 Improvement Act of 2008 (discussed in more detail above) to support migration to an IP-enabled emergency network.   These funds should be available to us in calendar 2009.  They will allow us to expedite key aspects of ANGEN9-1-1 in advance of other funding.

8.3.3   Federal Stimulus Funds
The Alabama 9-1-1 community is playing a leadership role in developing integrated state grant proposals for Next Generation Emergency Response ICT (ANGEN) from various federal stimulus programs including the Broadband Stimulus Programs of the Department of Commerce and the Rural Utilities Service.  We expect those funds will make a significant contribution to the one time costs of implementing ANGEN.  
9.  TRACKING PROGRESS 

This ANGEN9-1-1 Plan is a living document that is intended to be used on an ongoing basis. The goals, objectives and measures included in the Plan will be monitored for progress and achievement. We are instituting an annual cycle to update the goals and objectives section. Updates related to documenting progress on existing goals and objectives are largely administrative and will be handled by program staff. Updates involving major revisions, additions or eliminations of goals and objectives will involve a more formal process by the 9-1-1 Board. 

At the end of the first year of this initiative, we will undertake a comprehensive review of its Plan; initiatives that have been successfully implemented will be removed from the Plan, or if further work is needed, it will remain in the plan and new tasks will be added for the second year.

We will use the report on Recommendations on Data Elements to Measure the Technological Progress of 9-1-1 produced by Kimball under contract to NASNA for data elements that should be collected at the state, regional and local level.  This will enable the technical progress of 9-1-1 services to be measured.   
In order to ensure transparency, we plan to establish an ANGEN9-1-1 Project Website with detailed information on this project, its status, finances and progress.  The website will allow and encourage public comment.  
Appendix A:

 9-1-1 Specific Aspects of Core Services


There are four specific 9-1-1 functions performed by the agency locator core service, and one by the access control core service.  These are discussed below.



1.1  Standards for Incoming Calls 

Calls presented to an ESInet by carriers, enterprises or other entities must follow many of the protocol standards promulgated by the Internet Engineering Task Force (IETF). Furthermore, services and devices used to make emergency calls must also be built to IETF emergency calling protocol standards. The IETF protocol standards are consensus standards incorporating requirements from a wide variety of nations, carriers, industry associations and vendors. The IETF emergency calling protocol standards applied to specific NG9-1-1 requirements provide the core functionality of the ESInet.


1.2  Emergency Services Routing Proxy (ESRP)

In the Alabama NG9-1-1 System configuration, the state level ESInet will act as the primary input point for all calls for the state. The state level ESRP is the first element to make routing decisions. The ESRP determines routing based on location and policy, and forwards the call to the next hop. The next hop is either an intermediate ESRP (i.e. an ESRP for a regional ESInet), or a terminating ESRP (i.e. an ESRP for a PSAP). The state level ESRP is also the terminating ESRP for PSAPs directly connected to the state level ESInet. 

To do its job, the ESRP has interfaces to the Emergency Call Routing Function (ECRF) for location based routing information, as well as event notification sources to gather the state of the next hop, used by its Policy Routing Function (PRF). Every ESRP consults an ECRF and contains a PRF. It first determines the "serving" next hop by location. Its PRF then extracts a rule set from the policy store for that "serving" next hop and evaluates the applicable rules, using

other inputs such as time of day, “serving” next hop state, etc. Based on its policy rule evaluation, the policy rule is applied and the route decision made. The ESRP forwards the call to the next hop.



1.3 Emergency Call Routing Function (ECRF)

Emergency Call Routing Function is a subset of the overall agency locator (agency registry) core service.  IETF emergency call protocol standard requires every calling device to make its location information available such that when calls are presented to ESInets, location information comes with them. In the ESInet, the ECRF uses the IETF Location to Service Translation (LoST) protocol to determine the route of the call based on the location of the calling device. The ECRF queries the agency locator core service with its database with geodetic coordinates or civic address and the requested emergency service in the form of a “service Uniform Resource Name (URN)”. The core service responds with a Uniform Resource Identifier (URI) that indicates the next hop. A single emergency call can be routed by one or more ESRPs within the Alabama ANGEN9-1-1 System, resulting in use of the ECRF once per hop. The ECRF and agency locator core service is also used by the PSAP to determine appropriate responders for an emergency call based on the location of the caller and onward route the call to the responder.

Where the location provided with the call is incorrect and the call taker can determine the correct location, the ECRF can be queried by the PSAP using the corrected location to determine the appropriate responders and onward route the call. Outside the ESInet, access or call network operators use the ECRF/agency locator core service to route calls towards the target ESInet.

The ECRF/agency locator core service is map based and provisioned using Geospatial Information System (GIS) layers, and a variety of other attributes. Each agency is responsible for the data used by the ECRF.  NG9-1-1 requires all 9-1-1 entities to use fields as defined in the relevant standards with no local variation. For each emergency service URN supported by the ECRF/agency locator, a layer of polygons and their associated URIs will be provisioned in its database. The route is determined by point-in-polygon. For example, the PSAP URI is determined by the polygon representing the service boundary of the PSAP where the caller’s location (point on the map) falls within. The route determination for a civic address conceptually requires geo-coding, in other words, a mapping of the civic address to a point on the map. Once the point is defined, the route can be determined by point-in-polygon. To ensure the accuracy of the location information, no address conversions (from geodetic coordinates to civic address and vice versa) can occur outside the ESInet.

More than one ECRF/agency locator service is anticipated eventually in Alabama, and certainly there will be others in the US.  Location routing queries to the originating ECRF/agency locator service will be forwarded to the appropriate ECRF/agency locator service for those locations not served by the originating ECRF, and the responses returned to the originating ECRF. To facilitate the forwarding of mapping queries, these core services will have to be interconnected with a national “forest guide.” The national forest guide will have knowledge of the coverage region of each ECRF/agency locator core service database/operator. Queries for location information outside of Alabama will be facilitated by this national forest guide.

The above addresses a single use of the agency locator core service: delivery of a 9-1-1 call to the right PSAP.  This core service is a registry of all relevant attributes for call and data routing for all emergency agencies in all emergency events.    
 
1.4  Location Validation Function (LVF)

The Location Validation Function will be provided by the Agency Locator core service described above.  Its specific use in delivering a 9-1-1 call is described here.

Communications service providers that provide location information in civic address format must validate the civic address prior to use in a call. The LVF receives validation requests from Location Information Servers (LIS), gateways and VoIP endpoints using the IETF LoST protocol. Given a request for location validation, the LVF queries its database and returns the correct and complete civic address to the requestor. 9-1-1 entities are responsible for the data used by the LVF.  Like the ECRF, the LVF database is map based and provisioned with GIS layers for parcels, municipal boundaries and zip codes, and/or GIS points that represents civic addresses. The LVF database is the authoritative address database. Validation means that there is exactly one record/parcel/point for the address in the LVF database.  It is possible there will be more than one LVF database and operator in Alabama (and there certainly will be in other states), so the ANGEN9-1-1 will be constructed to accommodate that.  

Like the ECRF/agency locator core service, validation requests to the originating LVF will be forwarded to the appropriate LVF for those locations not served by the originating LVF and the responses returned to the originating LVF.  To ensure accurate validation, the location to be validated may not be an address converted from geodetic coordinates.  The LVF and the ECRF will be combined into one service within the Agency Locator core service.
1.5  Policy Routing Function (PRF)

The Policy Routing Function is a single use of the Access Control core service: it refers to the rules for delivery of a 9-1-1 call.  Access Control is a core service registry of all relevant rights and policies for call and data routing for all emergency agencies.    


Policy routing refers to the determination of the next hop of a call based on the policy of the entity which would normally receive the call. The policies of an entity, i.e. PSAP or regional ESInet, are defined in its policy rule set. Policy rules use variables such as the entity’s availability, security posture, and the number of calls in its queue. Other variables, such as time of day, origin of the call, specific information about the call, and caller or location of the call may also be used in policy rules. Policy rule sets must have priorities to facilitate the application of the rules.

At the initial deployment of the PRF, it is expected to act on a minimal number of policy rule sets to achieve the equivalence of default routing of the legacy selective router and PSAP routing contingency plans.

� Alabama Next Generation Emergency Network (ANGEN) is used interchangeably in our plan with the term “State ESINet”.


� Alabama Chapter of NENA website, “World’s First 9-1-1 Call” <http://www.al911.org/first_call.htm> (April 18, 2008)


� Commonwealth of Virginia Wireless E9-1-1 Board, “Statewide Comprehensive 9-1-1 Plan: Next Gen and Beyond,” January 2008 < http://www.va911.org/pdf/VA_Comprehensive_Plan_for_9-1-1_Final.pdf > (April 16, 2008).


� PUBLIC LAW 106-81-October 26, 1999. As a matter of established federal policy, such declaration did not exist before this Act. 


� Ibid. SEC. 2, FINDINGS AND PURPOSE. (b) 


� Ibid. SEC. 2. FINDINGS AND PURPOSE. (a)


� Ibid.


� Ibid. SEC. 3. UNIVERSAL EMERGENCY TELEPHONE NUMBER. (b)


� Ibid.  


� FOURTH REPORT AND ORDER AND THIRD NOTICE OF PROPOSED RULEMAKING, CC Docket No. 92- 105, NOTICE OF PROPOSED RULEMAKING, WT Docket No. 00-110, adopted August 24, 2000, paragraph 24. Note Congress recognized that, although technology may provide the key, developing comprehensive delivery systems would require “significant cooperation amongst the stakeholder parties, and significant leadership by all levels of government, . . . federal, state and local.” House Report at 7.


� FIFTH REPORT AND ORDER, CC Docket No. 92-105, FIRST REPORT AND ORDER, WT Docket No. 00- 110, MEMORANDUM OPINION AND ORDER ON RECONSIDERATION, CC Docket No. 92-105 and WT Docket No. 00-110, adopted November 29, 2001, Paragraph 50. 


� Ibid. Paragraph 15.


� Public Law No: 108-494, December 23, 2004 (Title I).


� See PL 108-494, Title I, Section 103


� Ibid, Section 102. These findings also noted “. . . enhanced 911 is a high national priority and it requires federal leadership, working in cooperation with state and local governments and with the numerous organizations dedicated to delivering emergency communications services.”


� Ibid, Section 158(a)(1)(A).


� See Section 158(b). 


� In the case of an eligible entity that is not a state government, eligible entities must comply with the first, third and fourth bulleted provisions identified above, and the state within which the eligible entity lies must have complied with the second bulleted item.


� The development and adoption of a statewide plan is required by Section I.C.5 of the 2006 Homeland Security Grant Program. See, e.g., � HYPERLINK "http://wyohomelandsecurity.state.wy.us/Library/fy2006hsgp.pdf" �http://wyohomelandsecurity.state.wy.us/Library/fy2006hsgp.pdf� 


� New and Emerging Technologies 911 Improvement Act of 2008 (HR 3403), 110th Congress, June 23, 2008.


� Ibid.


� Section 102(d)(2), ibid


� Members of the Wireless Board who are part of the committee developing this plan support this change.  


� USDOT. “Next Generation 9-1-1 (NG9-1-1) System Initiative: Concept of Operations.” Intelligent Transportation Systems. April 2007. 12. http://www.its.dot.gov/ng911/ng911_pubs.htm.


� Ibid.


� Ibid. 13.


� Focus Group 1B.“Long Term Issues for Emergency/E9-1-1 Services: Report 4.” FCC NRIC VII. Sept. 2004. http://www/nric.org/fg/index.html. NRIC VII’s Focus Groups 1B and 1D specifically examined “Long Term Issues” for Enhanced 9-1-1, and the broader “Long Term Issues for Emergency Communications”. NRIC is a formal federal advisory committee, with the responsibility to provide recommendations to the FCC and to the communications industry that, if implemented, would assure optimal reliability and interoperability of wireless, wireline, satellite, cable, and public data communication networks. Periodic councils are organized to deal with specific sets of issues or subjects, within a broad charter. 


� NRIC Focus Group 1D. “Focus Group 1D Report–Communication Issues for Emergency Communications Beyond 9-1-1.” FCC NRIC VII. Dec. 2004. 22-23. � HYPERLINK "http://www/nric.org/fg/index/html" �http://www/nric.org/fg/index/html� . FG1D specifically examined “Communication Issues for Emergency Communications Beyond 9-1-1,” or first responder and downstream emergency communications.


� DOT report  p. 5


� We have maintained a very close working relationship with NENA and its staff.


� Like signaling security, lawful interception, emergency call and data handling and, as necessary, firewalling and traffic policing at the media layer of IP networks. 








� USDOT. “Next Generation 9-1-1 (NG9-1-1) System Initiative: System Description and Requirements Document.” Intelligent Transportation Systems. October 2007. 2-7. http://www.its.dot.gov/ . Note: This document is also supported by the Project’s “Architecture Analysis Report,” November 2007. See page 15 for the “Composite High-Level Architecture” version of this diagram.


� Ibid. 1-2.


� The “9-1-1 Industry Alliance” recently published a report dealing with the “Health of the US 9-1-1 System.” The report specifically addressed the “. . . current state of technology, funding and governance of the United State 9-1-1 system with recommendations to assure the future health of emergency communications.” A key recommendation stated “. . . that a state oversight body should spur the development of an advanced system and continue to oversee its use.” 


� ANGEN refers to the overall state emergency network.  ANGEN9-1-1 refers to the 9-1-1 specific elements.  


� A shared wireless national broadband access network for emergency responders is a key goal of the FCC’s D block proceeding.  This could be achieved by the D block or other solutions, or most likely a combination of them.  The network we propose would be available to share wired backhaul capacity and core services with any emergency wireless broadband network.        


� Several years ago, the FCC’s Network Reliability and Interoperability Council VII’s 1D Report called for these “Facilitation Services” to be established.  This paper and others now call these shared applications “Core Services”. 


� This is a possible use for the new version of FEMA’s OPEN message broker that is being redesigned now.  


� See Open GeoSpatial Consortium for a compendium of relevant GIS standards that we will use whenever possible.  


� The only way to rapidly upgrade large numbers of small agencies is through subscription-based managed services.  This is particularly important to allow 9-1-1 and other N1-1-1 centers to modernize.  Cloud computing/managed services for such purposes is not at all the current model in the emergency world, so we have little experience with costs.  We strongly believe they will become self supporting.  


�  Both NENA and law enforcement groups have done detailed requirements for Next Generation CAD systems.  


�  A new version of Emergency Medical Dispatch decision support software could be vastly enhanced by incident data (e.g. car crash data from OnStar) and personal medical data (e.g. allergies).    


� All these systems need to be able to register for this purpose in the agency locator core service, and have their authority to send and receive messages about different kinds of incidents over different geographic areas registered in the access control core service. 


� This is the messaging equivalent of using 9-1-1 for cell phones.  The government will benefit if it has large audiences of private users it can reach in emergencies, and if systems such as these have a standardized way of accessing government services, including but not limited to 9-1-1.


� The functional requirement here is simple.  We need to allow any authorized organization to initiate and/or receive a message concerning a specific incident type and a specific location or area of any size, using the OASIS EDXL Distribution Element and OASIS Common Alerting Protocol.  If the DE is used, it can carry a digital payload of any standard, not just OASIS messages.


� All small and volunteer agencies and their staff with access to the Internet should have use of a web-based messaging tool and electronic map/incident data display for situational awareness.  


� The point is not to preclude customer premises software, or to restrict agency choice, but to create managed service options for the vast number of smaller agencies that can’t afford to acquire or manage modern IT on their own.  


� For complete versions of the standards, see � HYPERLINK "http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=emergency" �http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=emergency�.   FEMA’s Disaster Management Program funded the process that developed the detailed specifications for these standards.  It was subsequently shifted to DHS’ Science and Technology Directorate which also has some other, uncoordinated standards efforts (e.g. a “CAD to CAD” project of some justice and 9-1-1 agencies).  


� Modems are relatively inexpensive ($1500 to $3000); many agencies already have them.


� This is not a new idea.  Federal DHS, DOJ and DHS grantees are already required to acquire software that can interface with their various standards.  


� Core services need both operations governance and system governance.  We recommend that the latter be provided by ANGEN as discussed above.  


� Core services do not formulate rights policies; they simply provide a software application in which to record those policies and implement them efficiently.  The rules themselves are made by the appropriate body for the incident type, geographic area, and level of government.  


� We see this as a down payment on the governance development process: getting leaders together from all levels of government to set the access control and related policies for a number of incident types, for each geographic area, and determining related rules such as which organizations are allowed to register in the agency locator registry.  This is to create models and best practices.    


� See Section 4.3 above for broader discussion of core services.  We appreciate the leadership of Texas from whose Next Generation 9-1-1 Plan we have borrowed excellent thinking on the 9-1-1-specific aspects of core services.  





�Indent issue
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